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ABSTRACT

Federated Learning enables collaborative machine learning in distributed data environments without
the consolidation of raw data. To avoid the communication bottleneck and the single point of failure
found in Centralized Federated Learning, Decentralized Federated Learning (DFL) eliminates the
coordinating central server and distributes its responsibilities among the participants. However, the
challenge of communication efficiency persists in DFL, resulting in a trade-off between communica-
tion overhead and convergence rate. Despite efforts already invested in improving communication
efficiency, the existing literature lacks a comprehensive overview of communication aspects in
DFL. To fill this gap, this work systemizes recent DFL publications with a particular focus on
communication cost of core constituents in horizontal DFL. We establish a taxonomy of essential
DFL components that influence communication by identifying classes of strategies and linking them
to implementations in the current literature. Next, we examine popular techniques to optimize the
communication cost in DFL and categorize these methods into sub-classes. To demonstrate the
applicability of our taxonomy, we then compare the methods of recent DFL publications by taking
these components and optimization techniques into account. This paper provides an examination and
categorization of key communication aspects in DFL, valuable for both researchers and practitioners

engaged in resource-constrained distributed optimization.

1. Introduction

Federated Learning (FL) is a machine learning (ML)
paradigm that enables model training on private, decentral-
ized data partitions by sharing model parameter updates in-
stead of raw data [134]. In contrast to distributed ML [182],
the data resides undisclosed with their respective producing
devices instead of being collected, split into partitions, and
distributed across devices. Due to its privacy-preserving
capabilities, FL. has become a common technique in many
domains. Beyond privacy preservation, FL. addresses the
performance bottleneck of sending large data files over the
network in distributed ML. Although extensive research
on FL has been conducted in recent years, we still face
significant challenges, including communication efficiency,
system heterogeneity, data heterogeneity, and privacy con-
cerns [103, 80].

Traditional FL (also known as centralized FL, CFL) [22]
is based on a central server that orchestrates the learning
process and aggregates model updates. However, this setting
induces a single point of communication for all participating
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devices, which eventually causes a major communication
bottleneck at the server. Additionally, the server composes
a single point of failure in the network. For that reason,
decentralized FL (DFL) [19, 64] emerges to address these
problems by removing the central server from CFL, thus
introducing complete decentralization. Under this changed
setting, the participating devices exchange model updates
with their neighbors and aggregate them autonomously to
come up with a collaborative model.

Although DFL tries to eliminate the communication
bottleneck at the central node by removing the server and
outsourcing its responsibilities to the individual devices (ac-
tors), communication bottlenecks can still occur at the actors
themselves. In the simplest DFL strategy, the network con-
sists of fully-connected actors, where each actor sends its
model update to every other actor. Because every actor must
receive all peers’ updates, the communication bottleneck
moves from the CFL server to every actor. Hence, just elim-
inating the server does not suffice to resolve the communica-
tion bottleneck. Nevertheless, we can alleviate the commu-
nication bottleneck in DFL by reducing the communication
cost through dedicated configurations of model aggregation
techniques, synchronization methods, and network topolo-
gies. In addition to these general DFL configurations, we can
apply techniques such as compression, local computing, and
partial device participation to further reduce communication
overhead.

Contributions In this work, we revisit DFL with a special
focus on the open research challenge of communication
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efficiency' and discuss the latest advances in this field. In
contrast to existing work, we explicitly elaborate on the com-
munication efficiency of key system constituents that char-
acterize communication in the DFL infrastructure. Thus, we
provide a guideline with important considerations for con-
structing a DFL system in bandwidth-limited environments.
To our knowledge, the current literature does not include
surveys that elaborate on the communication efficiency of
the entire DFL system. An overview of existing surveys and
their coverage of certain communication aspects is listed
in Table 1. Communication efficiency constitutes a critical
aspect across all areas of DFL, including robust DFL and
personalized DFL. In this paper, we refrain from examining
these sub-fields individually and instead concentrate on the
communication efficiency challenge inherent to core DFL
methodologies.
Our key contributions are as follows:

e We systemize DFL methods from the literature with a
particular focus on communication cost.

e We identify three essential DFL components with
a major impact on communication cost and discuss
three popular techniques to optimize communication
efficiency in DFL approaches.

e We establish taxonomies within the three DFL com-
ponents and within the three optimization techniques,
and unveil their impact on communication.

e We apply our taxonomy on DFL approaches from
recent literature to demonstrate its applicability and
reveal combinations that have already been addressed
by research.

Search Process The publications discussed in this paper
have been collected in a search process using the search en-
gines from Semantic Scholar (sorted by Relevance), Google
Scholar, ACM Digital Library, and IEEE Xplore (sorted
by Relevance), employing basic search within the time
frame 2018 to 2025 with the following search queries:
Communication-efficient Decentralized Federated Learn-
ing, Communication Decentralized Federated Learning,
Bandwidth Decentralized Federated Learning, Resource-
constrained Decentralized Federated Learning, Fully De-
centralized Federated Learning, Communication Peer-to-
Peer Federated Learning, Communication-efficient P2P
Federated Learning, Communication Distributed Federated
Learning. Our scope is confined to non-blockchain ap-
proaches for horizontal DFL?, reflecting the predominant
focus of existing research and ensuring consistency of setting
throughout this document. We selected 13 approaches in
such a way as to include the purest forms of the un-
derlying, communication-efficient techniques from recent

!Communication efficiency refers to the minimized utilization of com-
munication resources (e.g., bandwidth, network links, etc.) required to
maintain convergence, and is assessed based on communication frequency,
information transfer volume, and related metrics.

2In horizontal DFL, the individual datasets at the actors share the same
feature space [214].

literature [86, 98, 188, 173, 184, 119, 236, 190, 239, 115, 57,
113, 161]. We provide a list with reasons for not including
publications in Appendix A.2.

Structure We organize this paper in the following struc-
ture: In Section 2, we provide background information on
centralized FL and decentralized FL, and explore existing
surveys in the field; In Section 3, we elaborate on different
implementations of essential components in DFL based on
recent literature and discuss their impact on communication
efficiency; Section 4 reviews supplementary techniques to
optimize communication cost in DFL and discusses their
respective impact; Section 5 analyzes DFL approaches with
regard to their composition using the taxonomy presented in
Section 3 and Section 4, to draw comparisons and to reveal
combinations covered by research; Section 7 discusses open
challenges to be addressed in future work; Section 8 summa-
rizes the insights from the previous sections and concludes
our findings.

2. Background and Related Work

2.1. Centralized Federated Learning

The expanding field of machine learning (ML), with its
constant desire for access to more data, is drawing increasing
attention to data privacy considerations. Privacy constraints
and regulations that arise from these considerations often
prevent data transfer from edge devices or enterprise loca-
tions to a central location where traditional ML is performed.
Therefore, FL has been proposed to overcome these restric-
tions without violating privacy constraints [134].

Centralized federated learning (CFL)—as the primal
variant of FL—enables model training at a centralized
node (server) on decentralized data from multiple client
devices (federated workers) with privacy constraints. This
is achieved by utilizing the computing resources of the
respective federated workers to compute pre-aggregates
from the data which do not allow for the recreation of the
source data. Subsequently, the federated workers send their
individual pre-aggregates to the centralized node (server),
where they are aggregated and finalized to a global model,
which is then returned to the federated workers (see Figure 1
bottom left). CFL thereby addresses concerns regarding
privacy, ownership, and locality of data [22].

Research in the field of CFL mainly focuses on four
central challenges [103, 80]:

1. Security and Privacy: Although FL addresses some
privacy concerns, research has shown that model up-
dates can still reveal sensitive information about the
underlying training data [238, 71, 53]. CFL is there-
fore often combined with other privacy-enhancing
technologies, for example differential privacy [196]
or homomorphic encryption [69, 226]. Additionally,
security challenges arise such as availability and in-
tegrity [30]. The central server represents a single
point of failure, making it an attractive target for
attacks.

Weissteiner, et al.: Preprint submitted to Elsevier

Page 2 of 35



Communication Efficiency in DFL: A Taxonomy

Local/Global ™
Model -

Prlvate
Data

(a) Centralized Federated Learning

Aggregation

Model
Update

Global
Update

Engine

(b) Decentralized Federated Learning

Figure 1: lllustration of system architectures; (1a) Clients train their local model on private data and send model updates to the
server which aggregates them into one global model update and distributes it to the clients; (1b) Actors train their model on
private data, transmit model updates to neighboring actors (arbitrary connections here), and aggregate received model updates

to their local model.

2. Data Heterogeneity: Data partitions violate the as-
sumptions about independent and identically dis-
tributed (I.I.D.) data in distributed optimization. For
that reason, traditional CFL methods face the chal-
lenge of poor convergence on heterogeneous data.
The majority of existing work on preventing such
convergence issues relies on techniques from data
augmentation, client selection, regularization, meta-
learning, and transfer learning [169].

3. System Heterogeneity: Federated workers often differ
in their computing, communication, and storage re-
sources as well as in their general availability. To mit-
igate the problems arising from heterogeneous client
resources, asynchronous CFL and semi-asynchronous
CFL have been proposed [206].

4. Communication Bottleneck: All federated workers
send their model updates to the same central server.
Current approaches for reducing communication cost
mainly focus on partial client participation, local
updating, and compression techniques [233, 155, 4].
Furthermore, the paradigm of decentralized FL—on
which we focus in the present document—aims to
overcome the central communication bottleneck.

2.2. Decentralized Federated Learning
Decentralized federated learning (DFL) is a variant of
federated learning that enables devices to train collaborative

ML models without centralized coordination. In the litera-
ture, DFL is also referred to as peer-to-peer FL (P2P FL),
gossip FL, or distributed FL. Contrary to CFL, there is no
distinction between the server and clients in DFL. During
DFL model training, the actors share the same responsibili-
ties of exchanging updates to model parameters with their
respective neighbors and incorporating information from
the received updates into the training process (depicted in
Figure 1 bottom right). That way, DFL eliminates the need
for a central entity and, thus, removes the single point of
failure and the major communication bottleneck arising from
the server in CFL.

Although the high-level objective of DFL remains sim-
ilar to CFL—namely to train ML models in distributed
environments subject to privacy constraints—, eliminating
the central coordination entity entails some key conceptual
changes. Due to the absence of a single point of com-
munication, DFL requires dedicated strategies to handle
the communication of model parameter updates between
neighboring actors. In addition, every actor has to aggregate
the updates from its neighbors autonomously. However, the
neighborhood does not necessarily include all other actors,
but only a subset. Therefore, we have to consider model
aggregation with a limited set of model parameter updates
in DFL.

Besides the absence of a central coordination entity, the
system prerequisites in DFL are similar to CFL: Multiple
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devices with computing resources and private data are con-
nected via the network. Based on these prerequisites, we can
set up a DFL system which is characterized by three core
components:

1. Learning units to enable model training on the actors
using their local data.

2. Inter-node communication to exchange updates to
model parameters between neighboring actors.

3. Aggregation engine to incorporate received updates to
model parameters into the learning process.

Together, these components represent the three stages com-
prising DFL: (1) Local updating, (2) model update exchange,
and (3) model aggregation. During training, the sequence of
these stages is executed iteratively, with one pass through
all three stages being referred to as a communication round.
Within these three segments, it is possible to implement fur-
ther techniques to optimize system behavior and overcome
existing challenges.

Research in the field of DFL entails many of the same
core challenges as CFL. However, due to the difference in
setting, we need to address these challenges from a dif-
ferent perspective. Besides the communication efficiency,
on which we focus in the present work, these challenges
comprise:

e Security and Privacy: While DFL eliminates server-
related threats (e.g., single point of failure), it inherits
all other security and privacy challenges of centralized
FL, and often amplifies the respective risks due to
lack of trust and the higher complexity of peer-to-peer
communication [59]. Key threats include: (1) node
failures or dropouts, (2) malicious actors (including
model poisoning attacks), and (3) information leak-
age (including inference attacks on private data). The
likelihood of node failures and dropouts is increased
due to diverse device capabilities and network con-
ditions, requiring robust fault-tolerant solutions that
avoid model version inconsistency. Enforcing trust
and validating nodes is also more challenging without
a central server, leading to the adoption of crypto-
graphic methods and blockchain technologies to au-
thenticate participants and ensure data integrity. Poi-
soning attacks are a major concern in FL, as malicious
nodes can inject manipulated model updates into the
system to degrade performance or introduce back-
doors. Without a central aggregator, detecting such
poisoned updates is more difficult since each node
only observes a subset of updates (with exemption
of fully-connected networks). Apart from robust ag-
gregation rules and verification of nodes, anomaly
detection is applied to filter out malicious updates
(see e.g., [49]). To protect against information leak-
age, DFL can be combined with privacy-enhancing
technologies such as multi-party computation (MPC),
differential privacy (DP) and homomorphic encryp-
tion (HE), though doing so is generally more challeng-
ing than in CFL due to its decentralized, peer-to-peer

architecture [59]. Multi-party computation [215] is
employed to enable participants to jointly compute ag-
gregates without revealing their individual model up-
dates (see for example [82]). Differential privacy [45,
46] is widely used to prevent inference of individual
data points from model updates or from the trained
model itself. In DFL, the most prominent approach is
local DP, where each node adds carefully calibrated
noise to its model updates before sharing them with
peers. While well-aligned with decentralized systems,
local DP often leads to significant loss of accuracy. To
mitigate this, researchers have proposed a novel DP
notion called network DP that leverages the properties
of DFL to amplify privacy guarantees [39, 40]. Homo-
morphic encryption enables participants to perform
computations on encrypted model updates. While HE
is a prominent approach in CFL, its deployment in
DFL is more challenging due to the difficulty of co-
ordinating key management, calling for adaptions of
standard HE such as multi-key HE (see e.g., [67]).

e Data Heterogeneity: Similar to CFL, DFL faces the

challenge of heterogeneous data distributions between
actors, leading to performance degradation and con-
vergence issues. Approaches to tackle this challenge
are divided into two differing objectives: (1) Global
convergence or (2) personalized models. Approaches
with the goal of global convergence continue to ag-
gregate the diverging models at a higher level to
reach convergence of the globally aggregated model.
To achieve this, Wang et al. [183] incorporate syn-
thetic data generation to locally re-balance the train-
ing datasets. In [33], on the other hand, the authors
utilize the techniques of gradient push and neighbor
selection to enhance global performance on heteroge-
neous data. Additionally, several new or modified ag-
gregation schemes evolved to address this challenge,
such as model fusion via a model knowledge transfer
algorithm [98], self-knowledge distillation [161], a
localized primal-dual method [179], and the incor-
poration of synthetic data from other actors [74].
Personalized models (also called customized models),
on the contrary, encourage actors to learn different
(i.e., personalized) models while still benefiting from
the common basis among the individual models. Some
existing approaches tackle this objective by introduc-
ing a penalty in the objective function [150], by re-
weighting model updates based on their similarity to
the individual local models [16], or by employing
personalized adaptive masks to customize sparse local
models [41].

System Heterogeneity: Due to the heterogeneity of
devices in computing resources and connectivity, par-
ticipating actors differ in (1) computation time to
perform local updating, (2) communication reliabil-
ity due to interrupted connections, and (3) network
latency due to differing bandwidths. Therefore, the
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DFL system encounters problems of stragglers (i.e.,
slow devices) that slow down the global learning pro-
cess. Asynchronous training processes help to over-
come this problem by continuing the training without
waiting for the other actors—thereby ignoring strag-
glers in the system and eliminating respective idle
times (see Section 3.2) [26, 115, 113]. Besides asyn-
chronous DFL, the challenge of system heterogeneity
is also addressed by semi-synchronized strategies,
for instance by allowing the actors to continue their
local training until the slowest actor completes its
local update [236]. With both the asynchronous and
the semi-synchronous methods, however, the issue
of stale (i.e., outdated) model updates arises, since
actors learn at different rates. On top of asynchronous
training, Cao et al. [26] propose a dynamic adjustment
of local training steps with probability-based neighbor
selection to further optimize the learning process with
heterogeneous devices. Alternatively, in [115], the
authors implement asynchronous training in combi-
nation with a model selection strategy that is based
on reinforcement learning and dynamic weighting
of neighbor models. Apart from asynchronous DFL,
research also addresses system heterogeneity in syn-
chronous systems. In [216], the authors explicitly ad-
dress unreliable communication by enabling the ag-
gregation of partially received models while dynami-
cally optimizing the mixing weights according to the
reliability of the individual network link. Similar to
approaches in the asynchronous case, Liao et al. [112]
employ heterogeneity-aware methods for controlling
the amount of local updating steps and for neighbor
selection in synchronous DFL.

Underpinning all of these challenges is the cross-cutting
problem of maintaining model consistency and accelerat-
ing convergence in a fully distributed setting, where no
central authority exists to coordinate updates or enforce
synchronization. While the challenges outlined above are
active and important areas of research, they fall outside the
scope of this work. Many of the approaches we discuss may
contribute to addressing them, but our focus is squarely on
communication efficiency.

The emerging field of robust DFL addresses these chal-
lenges by enhancing resilience against adversarial threats
(security and privacy), unreliable participants (system het-
erogeneity), and inconsistent data (data heterogeneity) [180].
In certain applications (e.g., satellite networks [47, 199, 211,
213, 222] and vehicles [12, 20, 62, 141, 146, 170, 204,
205]), robust DFL extends to scenarios with completely
unresponsive participants due to harsh channel conditions or
unreliable participants. This relates closely to the technique
of partial device participation (see Section 4.3), which
addresses scenarios where only a fraction of the actors
participate in the learning process. This is particularly
critical in DFL, where the absence of a central coordinating
server means that each participant must independently assess
the trustworthiness of its peers. Additionally, robustness

in wireless networks becomes an increasingly important
topic, yet most associated challenges arise from wireless
signal properties rather than the learning paradigm [216].
There exists a trade-off between communication cost and
robustness [37], which stems from the underlying trade-offs
among the core DFL challenges described above and the
challenge of communication efficiency. We discuss these
trade-offs individually in Section 6.

Another particularly promising direction is personalized
DFL, where each device trains its own model tailored to
local data characteristics while still incorporating shared
knowledge from the network. This is especially relevant in
scenarios with significant data heterogeneity or divergent
learning tasks across devices [224, 181, 220, 102]. Personal-
ization is typically introduced in DFL systems by modifying
the network topology (see Section 4) or through weightings
in the model aggregation method (see Section 3.1).

In this paper, communication efficiency refers to mini-
mizing communication cost while maintaining convergence.
We define communication cost as the total amount of infor-
mation exchanged among the DFL participants, measured
by the cumulative size of all transmitted messages across
the network. This definition accounts solely for the volume
of data communicated between actors during training and
explicitly excludes considerations of latency, transmission
delays, or other time-dependent factors.

2.3. Related Work

The rapid growth of FL and the increasing number of re-
spective publications gave rise to numerous surveys summa-
rizing the advances. Although the majority of these surveys
focus on CFL, significant efforts have also been devoted to
reviewing DFL, both in addition to CFL [200, 31, 85, 218]
and exclusively [19, 52, 175]. In this context, the authors
in [19] analyze DFL in terms of federated architectures, net-
work topologies, communication mechanisms, security and
privacy approaches, and key performance indicators. Fur-
thermore, they explore existing optimization mechanisms
of DFL and provide a list of trends, lessons learned, and
open challenges. In survey [200], the authors elaborate on
FL solutions that focus on network topologies for both CFL
and DFL by analyzing their advantages and disadvantages,
and discuss the remaining challenges and future work for
applying FL in specific network topologies. Similarly, the
authors of [31] survey CFL and DFL approaches and classify
the existing work based on their network topology. They dis-
cuss the general techniques behind FL from the perspectives
of theory and application, and frame the current application
problems—also providing the existing attack scenarios and
defense methods. In [85], the authors focus on synchroniza-
tion strategies, consolidation methods, and network topolo-
gies, assessing and contrasting the efficacy and constraints of
methodologies and providing insights for future progression.
In [218], the authors introduce a systematic and detailed
perspective on DFL, including iteration order, communica-
tion protocols, network topologies, paradigm proposals, and
temporal variability. Moreover, they propose categorizations
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Survey Communication-Influencing Components Communication Optimization
Model Synchronization Network . Local Partial Device
. Compression . C .

Aggregation Method Topology (Section 4.1) Computation | Participation

(Section 3.1) (Section 3.2) (Section 3.3) ‘ (Section 4.2) | (Section 4.3)
Beltran et al. [19] ~ v v ~ X X
Wu et al. [200] X v v X X v
Chen et al. [31] v X X v X X
Khan et al. [85] X ~ v X X X
Yuan et al. [218] v ~ ~ ~ X v
Gabrielli et al. [52] X X ~ ~ X 4
Thabet et al. [175] X ~ ~ v X ~
Ours v v v v v v

Table 1

Coverage of communication aspects for DFL constituents in existing surveys on DFL; X: does not mention anything regarding
the aspect of communication efficiency; ~: briefly mentions the aspect of network communication without providing insights;
v elaborates on the aspect of communication efficiency and provides insights.

within this context, and they discuss possible solutions and
future research directions. The authors in [52] review exist-
ing approaches for traditional and blockchain-based DFL,
identify emerging challenges, and discuss future research
directions. In survey [175], the authors examine DFL ap-
proaches that try to optimize performance and efficiency in
terms of memory usage, communication cost, convergence
under data heterogeneity, and computational effort. In addi-
tion, they categorize the approaches based on their method
to address system heterogeneity and data heterogeneity, and
the authors provide some application scenarios of DFL.

Existing reviews on DFL cover a significant share of
the recent approaches from the literature. Analogous as it
is the case for DFL approaches, some survey papers focus
on certain challenges such as security and privacy [19, 31],
data heterogeneity [175], and system heterogeneity [175].
A fraction of surveys also discuss communication aspects
for selected methodologies. However, to the best of our
knowledge, the current literature does not comprise a review
paper that specifically focuses on the communication cost in
the DFL system. Table 1 provides an overview of the aspects
that are addressed in terms of communication efficiency by
the individual survey papers.

3. Communication-Influencing Components

Communication efficiency in FL constitutes an ongoing
research challenge. Albeit DFL addresses the communica-
tion bottleneck of CFL, there still exists a high demand
for further improvements. In particular for systems with
bandwidth limitations, exchanging a massive amount of
model updates induces a major bottleneck in the DFL infras-
tructure. Therefore, reducing the communication cost brings
substantial advancement in time performance.

In DFL, numerous system components determine the
overall communication cost. Therefore, when calculating the
communication overhead, we have to consider the question
“What gets communicated with whom and how often?”.
This question is composed of three aspects: What, with
whom, and how often. The “what” (i.e., the information

transfer volume) is mainly influenced by the model aggre-
gation technique (Section 3.1), as it decides the type of
exchanged information (e.g., model parameters, gradient,
etc.). The network topology (Section 3.3) affects the “with
whom” (i.e., the network links for exchange) by specifying
the neighborhood of an actor. Lastly, the question of “how
often” (i.e., the communication frequency) is influenced by
the synchronization method (Section 3.2), as it determines
the system behavior in terms of waiting times and potential
interruptions of communication rounds. Given these consid-
erations, we identify the communication-influencing DFL
components to be the Model Aggregation (Section 3.1),
the Synchronization Method (Section 3.2), and the Net-
work Topology (Section 3.3). In this section, we discuss
the communication-influencing components in more detail
by categorizing common implementations and summarizing
the way and the extent to which they influence commu-
nication. The components are depicted in Figure 2 with
their respective subcategories. Furthermore, Table 2 links
the individual publications from common approaches to the
corresponding subcategory of their implementation.

3.1. Model Aggregation

The model aggregation scheme is a central part of DFL,
as it defines the method for incorporating received model
parameter updates into the training process. As a core part of
DFL, it plays an important role in communication efficiency,
since it determines the type of information that actors need
to exchange. In other words, it specifies the content of a
model parameter update. Such an update could, for instance,
contain one (or several) complete set(s) of model parameters,
a gradient to previous models, or reduced model parameters.
Furthermore, it may also contain supplementary information
regarding model performance, network connectivity, or sys-
tem state to enable dynamic adaptation to evolving condi-
tions. As a natural consequence, information transmission is
generally classified into two distinct categories: the control
plane, which transmits auxiliary information to control the
learning process, and the data plane, which transmits the
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Figure 2: Taxonomy with the communication-influencing essential components of DFL and their prevailing categories.

Reference Aggzgd:tlion Syncl\:;c;?]:)zjtmn Network Topology
Koloskova et al. [86] wAvg Synchronous Fully-connected, Ring, Torus
Li et al. [98] KT/KD Synchronous Fully-connected
Wang et al. [188] wAvg Synchronous Random
Tang et al. [173] wAvg Synchronous Fully-connected
Wang et al. [184] wAvg Synchronous Fully-connected, Random, Other
Liu et al. [119] wAvg Synchronous N/A
Zhou et al. [236] ADMM Semi-synchronous Random
Wang et al. [190] wAvg Synchronous Fully-connected, Ring
Zong et al. [239] wAvg Synchronous Torus
Liu et al. [115] wAvg Asynchronous Other
Gupta et al. [57] incAvg Synchronous Other
Liao et al. [113] wAvg Asynchronous Random
Soltani et al. [161] wAvg Synchronous Grid, Hybrid

Table 2
Publications discussed in this paper ("Reference”) with the corresponding categories of the communication-influencing components:
Model Aggregation (“wAvg": weighted averaging; “incAvg": incremental averaging; "ADMM": alternating direction method of
multipliers; “KT/KD": knowledge transfer/distillation), Synchronization Method, and Network Topology.

actual model parameter updates. Overall, choosing an appro-
priate model aggregation scheme is crucial to achieve com-
munication efficiency, as well as to ensure the convergence
of the training process.
Based on DFL literature, we focus on four general
categories of model aggregation that are prominent in DFL:
(1) weighted model averaging (wAvg), (2) incremental
model averaging (incAvg), (3) alternating direction method
of multipliers (ADMM), and (4) knowledge transfer and
distillation. The authors in [218] introduce two learning
paradigms that affect model aggregation: Continual and
Aggregate. In Continual (also called continual federated
learning or incremental federated learning), the actor re-
sumes training directly on top of the previous actor’s model
parameters. In the Aggregate paradigm, on the other hand,
the actor first aggregates several received model updates
and then progresses training based on the aggregated model

parameters. Since the Aggregate class covers a broad spec-
trum of aggregation techniques, we further categorize the
model aggregation methods into sub-classes. In our context,
incAvg falls into the Continual paradigm while the other
three categories belong to the Aggregate paradigm.

wAvg The most popular class of aggregation schemes in
DFL is the class of wAvg aggregation strategies, which im-
plement an average over the set of received model parameter
updates to obtain an aggregated state of parameter update
in each round. Within this averaging process, neighbor-
specific weights determine the relative influence of the in-
dividual contributions received from neighboring actors.
Thanks to the ability to aggregate multiple updates, we can
parallelize the training of the individual actors. Equation 1
shows the general form of an aggregation step for wAvg
schemes in epoch k at actor i. To obtain the aggregated
model my, ;, actor i averages the model parameter updates
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Ay ; of its neighboring actors j € N, weighted by their
respective mixing weight W/ ;. Note that with this notation,
the set of neighboring actors N also contains the actor
i € N and that the corresponding mixing weights sum
up to Y, jen; Wiy = 1. The model parameter update Ay ;
refers to actor j’s locally updated model parameters, for
instance, by performing a local epoch of stochastic gradient
descent (SGD). The simplicity of wAvg schemes and their
suitability for parameter aggregation led to the development
of numerous variants of wAvg-based aggregation schemes
in DFL.

M= Y (WAL )
JEN;

The wAvg-based variants for DFL differ in three aspects:
(1) the mixing weights W/ ;, (2) the set of neighbors’ model
updates considered for aggregation ./\fl* C W, and (3) the
content of a transmitted model update, consisting of the
locally updated parameters A ; and potential supplementary
information. We summarize the individual variants of com-
mon approaches regarding these three aspects in Table 3.
Supplementary information in addition to the main content
of a model update might include connectivity information,
system configurations, training statistics, or other relevant
information, which is transmitted either once for initializa-
tion or in every communication round, as listed in Table 4.

The mixing weights determine the impact of the individ-
ual model updates in the aggregation. The simplest strategy
is to specify the mixing weights equally among all actors,
giving each actor the same magnitude of impact [86, 173,
161]. A slight variation of this is to assign an individual
weight to the aggregating actor while uniformly distributing
the weights of the neighboring actors, thus adjusting the in-
fluence of the local model update separately [188]. Another
strategy sets the mixing weights of the individual actors pro-
portional to their respective data cardinality, prioritizing the
model updates from actors with more data [239]. The choice
of mixing weights does not directly influence communica-
tion in DFL; however, strategies that accelerate convergence,
for example by setting the mixing weights according to
network properties [119, 190] or dynamically adjusting them
during training to capture time-varying connectivity [113] or
model-specific behavior [184, 115], may reduce the number
of required communication rounds.

The selection of a subset of model updates J\fl* after
they have been received from the neighbors (i.e., model
update selection) is rarely implemented in DFL, as it only
brings a small reduction in computational effort and usually
the contribution of all neighbors is valuable to some extent.
However, the authors in [115] maintain a cache of model
parameter updates from previous epochs and include these
updates in the aggregation. They employ a model update se-
lection technique based on reinforcement learning to prevent
the consideration of stale updates. Most DFL approaches,
however, leverage the optimization technique of partial de-
vice participation (Section 4.3) to reduce the amount of

model updates involved in training. In contrast to the model
update selection, partial device participation determines the
subset of neighboring actors before the transmission step,
avoiding the redundant transmission of not considered model
updates and, thus, reducing communication cost. Note that
both the selection of model updates and the technique of
partial device participation can also be expressed in terms
of the mixing weights by setting the respective weight to 0.
Since the selection of model updates occurs after they have
been received, this does not directly affect the communica-
tion efficiency.

The content of a model update, on the other hand,
influences the communication cost in DFL directly, as it
determines the size of the transmitted message. The simplest
and most prominent approach is the transmission of the
model parameters [188, 173, 184, 190, 239, 115, 161].
Other approaches exchange differential model parameters
(i.e., model deltas) among the neighbors that are based on a
common reference [86, 119], resulting in a generally smaller
value range for the elements and, hence, yielding either a
reduction in the communicated size or an increase in preci-
sion at the same communication cost. In [113], the authors
include a scalar weight (i.e., the push-sum weight [137]) in
addition to the model parameters with each model update,
which is then leveraged to de-bias the local model. Beyond
the model update, they communicate the training loss and the
local iteration index to all available neighbors—regardless
of the neighbors selected by partial device participation
(see Section 4.3)—to support the neighbor selection in their
implementation of partial device participation. The content
of the model update directly influences the communication
cost, since it determines the size of the communicated model
update. Note that the communication between actors is not
necessarily limited to model parameter updates, but can en-
tail additional communication. Here, it is important to distin-
guish between information that is only communicated in the
initialization phase [188, 184, 239] (see Table 4a) or in every
communication round [173, 190, 113, 161] (see Table 4b).
Also note that in the approaches of references [188, 173,
190], the additional information is communicated between
the actors and a lightweight coordinator? to support their ad-
vanced training strategies from a central perspective. Since
this coordinator serves as a shared, central communication
hub, it challenges the notion of full decentralization. Conse-
quently, there is an ongoing debate regarding whether such
approaches belong to DFL. Divergent perspectives largely
stem from the intended objectives of the use-case. When
the primary goal is to keep the model updates undisclosed
to any central party (privacy), it is generally acceptable.
However, when robustness against partial outages (system
heterogeneity) is prioritized, these approaches exhibit the
same limitations as CFL. In this work, we proceed on the
assumption that these approaches are DFL, as claimed in the
respective publications. However, we expressly refrain from
taking a position in this debate.

3A lightweight coordinator is a central node that does not perform
model aggregation.

Weissteiner, et al.: Preprint submitted to Elsevier

Page 8 of 35



Communication Efficiency in DFL: A Taxonomy

l Reference [ Mixing Weights

[ Update Selection [

Update Content ‘

Koloskova et al. [86] Equal None Estimated model delta
Wang et al. [188] Equal (others) None (PDP) Model parameters
Tang et al. [173] Equal (both) None (PDP) Model parameters
Wang et al. [184] Trust-score (dynamic) None Model parameters

Liu et al. [119] Network topology None Model delta
Wang et al. [190] Degree (global) None (PDP) Model parameters
Zong et al. [239] Data size None Model parameters

Liu et al. [115] Staleness (dynamic) | RL-based (cached) Model parameters
Liao et al. [113] Degree None (PDP) Model parameters, scalar
Soltani et al. [161] Equal None (PDP) Model parameters

Table 3

Strategies of three fundamental aspects of wAvg-based model aggregation: Basis for the specification of Mixing Weights
("both™: a total of two model updates; “others’: different for the aggregating actor; “dynamic™: dynamic re-weighting in
every round; "global”: consideration on a global scope instead of the neighborhood), technique to perform Update Selection
("PDP”: implementing partial device participation (see Section 4.3) to select a subset of neighboring actors to consider;
“cached: selection of updates from a cache; RL: reinforcement learning), and the Update Content that is exchanged between the
actors (model delta: difference in model parameters compared to a common reference).

l Reference [ Dir. [ Additional Communication

|

N

Wang et al. [188] Matching decompositions, seed

Data size, data variance,

Wang et al. [184] connectivity

—_
~

Zong et al. [239]

—_
=

Data size

(a) Once for initialization.

Reference [ Dir. [ Additional Communication ‘

Seed, mixing weights matrix,

Tang et al. [173] ~ | round index
-— Bandwidth, loss, accuracy
| Set of neighbors,
Wang et al. [190] compression ratio
Consensus distance,

communication capacity
Training loss,

local iteration index
Parameters of last layer

Liao et al. [113]

—_
=

—
=

Soltani et al. [161]

(b) Every communication round.

Table 4

Communicated information in addition to the model update
content from Table 3; “Dir.” indicates the direction of infor-
mation transmission (= from coordinator to actors; — from
actors to coordinator; = among actors).

incAvg For the case of incAvg aggregation, the model
parameters are passed through the network sequentially—
similar to a random walk—, with each actor locally optimiz-
ing the received parameters before forwarding the enhanced
model parameters to the next actor. During training, various
states of the global model parameters are available in the
network, since the individual actors only receive the global
state when it is their turn to perform the local optimization
step. The general formula for such a local optimization step
on received model parameters m, using SGD at actor i is
given in Equation 2, where # is the learning rate, f;(-,-) is

the loss function of actor i, x; represents the private data on
actor i, and V is the differential operator.

When compared to DFL with wAvg, the incAvg strategy
presents a completely different scenario, as it lacks computa-
tional parallelism due to its sequential nature. It is related to
the field of continual learning and faces similar challenges
(e.g., catastrophic forgetting) [91]. Despite increased exe-
cution times due to the lack of computational parallelism,
incAvg aggregation drastically reduces the communication
cost, as only one actor transmits the model parameters to one
other actor in each round. In this context, Gupta et al. [57]
propose a novel strategy for selecting the path through the
network to achieve the best possible accuracy with the least
possible communication cost. More precisely, they consider
all possible paths within a distance threshold to the shortest
path in the network and select the path that offers the highest
training accuracy. To do so, the connectivity and bandwidths
of the entire network must be known. In their experiments,
the authors show a significant reduction in communication
cost while achieving similar accuracy as their baselines. In
general, incremental training of the collaborative model is
a powerful method to significantly reduce communication
cost, but it is not suitable for time-critical applications.

m; =m, —nV fi(my, x;) 2

ADMM First introduced in the 1970s [51], ADMM is an
algorithm to solve distributed convex optimization prob-
lems, combining the benefits of dual decomposition and La-
grangian methods [24]. Given its suitability for decentralized
optimization, ADMM was adopted by DFL. The iterative
updates for ADMM (see Appendix A.1.1) rely only on local
information from the respective actor and the model updates
from its neighbors. Hence, the exchange of solely the model
updates is sufficient for optimizing with ADMM. In [236],
the authors adopt ADMM to DFL in combination with
techniques of compression (Section 4.1), local computation
(Section 4.2), and partial device participation (Section 4.3).
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To reduce the computational burden of ADMM, they imple-
ment its variant of the inexact alternating direction method
of multipliers 1ADM) [58]. With regard to communication,
the per-round cost of ADMM is equivalent to wAvg. This
results from the fact that the local solutions mf,‘, which are ex-
changed with neighboring actors, have the same dimension
as the model parameters. Nevertheless, ADMM can solve
non-smooth optimization problems effectively and offers a
high degree of scalability.

Knowledge Transfer and Knowledge Distillation Knowl-
edge distillation (also referred to as model distillation)
is widely used as an effective technique for transferring
knowledge from a large, powerful neural network (teacher
model) to a smaller network (student model) by mimicking
the teacher’s behavior [25, 70]. Based on this idea of
knowledge distillation, Zhang et al. [231] propose a strategy
that enables multiple students with comparable models to
learn to solve the task concurrently and collaboratively,
which is called mutual learning. This strategy eliminates the
teacher role from classical knowledge distillation. In [98],
the authors adopt the idea of mutual learning into DFL to
address the problem of client drift*. Their approach (named
DefKT) distinguishes two roles for the participating devices:
The sender, which transmits updates of its local model to
its assigned receiver, and the receiver, which incorporates
these updates by means of knowledge transfer. The update
equations are provided in Appendix A.1.2. DefKT employs
three different quantities of iterations: (1) The global number
of epochs (i.e., communication rounds), (2) the number of
local updating steps, and (3) the amount of training passes
for the knowledge transfer process, where each training
pass iterates through all data batches of the respective
dataset at the actor. In terms of communication overhead,
DefKT restricts the transmission of model updates to a
group of senders and an equal-sized group of receivers
in each communication round, both form subsets of the
entire community of devices. Consequently, they drastically
limit the number of activated communication links. As
this also relates to the optimization technique of partial
device participation, we further elaborate on the limitation
of activated communication links in Section 4.3. The content
of a model update in DefKT comprises the full set of
model parameters. Therefore, the communicated size per
model update is comparable to the general case of the other
model aggregation strategies. Nevertheless, the technique
of knowledge transfer and the additional configurable pa-
rameters in DefKT (e.g., the number of training passes of
the knowledge transfer process) offer further possibilities
to increase communication efficiency by speeding up the
convergence.

With all of the model aggregation categories, the overall
communication cost is indirectly influenced by the conver-
gence rate. Depending on the exact optimization problem

4Client drift denotes the phenomenon when collaborating participants
train in different directions due to data heterogeneity.

and the dataset, certain model aggregation strategies in-
crease the convergence rate, thus reducing the number of
communication rounds required to reach a certain accuracy.
Since the number of communication rounds determines how
often we perform the exchange of model updates, it con-
stitutes a major driver for the overall communication cost.
Apart from this, the model aggregation schemes also exhibit
a direct effect on the communication cost, as discussed in
previous paragraphs. Important to note here is that while
the model aggregation class (wAvg, incAvg, ADMM, or
Knowledge Transfer) defines the general framework for the
aggregation strategy and, therefore, determines its base-
line communication cost, specific implementations within
a class may introduce additional communication overhead.
For example, a wAvg scheme that optimizes the mixing
weights based on statistics about the local training steps of
the actors increases the communication cost by including
these statistics in the content of the transmitted model up-
date. To summarize, we have described the state-of-the-art
categories of model aggregation schemes to provide insight
into the general framework in which their implementations
operate, and we have discussed their general implications
for communication efficiency, outlining key differences in
communication between the respective aggregation types.

3.2. Synchronization Method

The synchronization method determines the behavior of
the actors when exchanging model updates. Essentially, it
defines whether the actors wait for the model updates from
the other actors or continue the training process directly
after sharing their model updates. Since the respective syn-
chronization method is an instrumental aspect of the DFL
system, it affects both the performance of the overall learn-
ing process and the general operability of other techniques
in the DFL system. Furthermore, different synchronization
methods entail different challenges, such as the challenge of
stale model updates and the challenge of stragglers. In terms
of communication cost, the synchronization method strongly
influences the number of communicated model updates.

Following existing literature (see e.g., [19, 200, 85]), we
distinguish between the categories of synchronous, asyn-
chronous, and semi-synchronous DFL, as they provide a
solid separation regarding their main differences. We elabo-
rate on the characteristics of these three categories, put them
in contrast, and discuss their impact on the communication
cost. An exemplary execution timeline of four actors in the
DFL system is shown in Figure 3 to visualize and compare
the respective behavior of the three synchronization cate-
gories.

In synchronous DFL, all actors synchronize with each
other directly after they perform local training. As a result,
the model updates that are exchanged among the actors
all have the same level of progress, which simplifies the
aggregation process. It is the most popular category among
the synchronization methods [86, 98, 188, 173, 184, 119,
190, 239, 57, 161]. However, heterogeneous actors cause
idle times in the learning process, since all actors have to
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Figure 3: Exemplary execution timeline on four actors (A/B/C/D) for the three types of synchronization methods. (3a) involves idle
times, (3c) includes aborted trainings, and (3b) shows different aggregation times that vary with the number of model updates
considered. Model aggregation times vary across actors due heterogeneous system characteristics (e.g., computing resources,
bandwidth) and across communication rounds due to differences in model update properties (e.g., sparsity, precision).

wait for the slowest actor in the system (i.e., the problem of
stragglers). As indicated in Figure 3a, faster actors wait for
all other actors to complete local training (purple bar) in an
idle state (red bar), before continuing with the exchange and
aggregation of model updates (orange bar). The point in time
when all actors have completed the local training is called the
synchronization point. In synchronous DFL, the communi-
cation is limited to a single exchange of model updates per
communication round, which occurs at the synchronization
point. As the actors wait for each other, they perform only
one local training in each communication round, and, hence,
they share only a single model update with their neighbors.
Note that even if we perform multiple local epochs in the
local training step using the optimization technique of local
computation (see Section 4.2), we obtain only one overall
model update that covers these local epochs. Thus, each actor
is strictly limited to sending only one model update to its
neighbors in each communication round.

In contrast to synchronous DFL, actors in asynchronous
DFL broadcast their model updates directly after finishing
the local training and continue with the subsequent aggre-
gation process. Hence, this model aggregation process does
only involve neighbors with available model updates at that
time. To enable this asynchronous communication, every
actor permanently listens for incoming model updates and
stores them in a buffer until it performs the model aggre-
gation. The asynchronous scheme addresses the problem
of stragglers encountered in the synchronous scheme, yet
it introduces the challenge of supporting varying, arbitrary
numbers of model updates among the neighboring actors.
Additionally, it introduces the challenge of stale model up-
dates which adversely affect the optimization. Figure 3b
depicts the execution timeline for the asynchronous scheme,
clearly showing the elimination of idle times that occur
in the synchronous case. Note that we encode an overall
increase in the duration of model aggregation in Figure 3b
compared to synchronous DFL, which is due to its higher
complexity and the additional check for staleness of the
model updates. The actors in asynchronous DFL directly
continue with the consecutive local training step and the

transmission of the successive model update after perform-
ing the model aggregation. Model updates are therefore
communicated at a higher frequency among the actors than
it is the case with the synchronous scheme (unless the
overhead in the duration for model aggregation exceeds
the idle times from synchronous DFL). As a result, faster
actors share more model updates than slower actors within
the same time, causing asynchronous DFL to involve more
communication than synchronous DFL. Note, however, that
asynchronous communication has the advantage of sending
model updates at different times, which prevents the actor
from being flooded by a massive amount of updates at
once. Among the publications discussed in the present work,
two approaches employ the asynchronous synchronization
method [115, 113]. Similar to the synchronous scheme, the
concept of the asynchronous scheme is also strictly defined.
Nevertheless, differences in the approaches exist in their
handling of surrounding challenges, such as the increase in
complexity of convergence and the problem of staleness.
In this context, the authors of [113] provide a convergence
analysis of their approach under the heterogeneous scenario,
assuming strongly convex functions. Liu et al. [115], on
the other hand, propose a dynamic, staleness-aware model
aggregation method to address the problem of stale model
updates, which is further discussed in Section 3.1.

The semi-synchronous method combines characteris-
tics from the synchronous and the asynchronous scheme.
It involves synchronization points on which all actors syn-
chronize with each other, similar to synchronous DFL. In
between two synchronization points, the actors start the
next local iteration directly after completing a local training
round, similar to the asynchronous scheme. Hence, there are
no idle times with the semi-synchronous method. The key
characteristic of semi-synchronous DFL is that the actors
abort the local training step when reaching a synchronization
point. Aborted trainings are colored in blue in Figure 3c. Al-
though aborting the local training step wastes computational
effort, the benefit behind this concept becomes apparent
when multiple local training steps can be completed within
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one synchronization period (i.e., the time between two syn-
chronization points). As shown in Figure 3c, actor D suc-
cessfully performs multiple local training steps in-between
synchronization points, leveraging available computing re-
sources that would be idle in synchronous DFL. Variations
of the semi-synchronous method differ in the determination
of synchronization points. In Figure 3c, the synchronization
points are determined by the time required by the slowest ac-
tor to complete one local training. However, the synchroniza-
tion points can also depend, for instance, on a pre-specified
duration, on the fastest actor, or on more sophisticated eval-
uations among the actors (e.g., a metric of divergence).
Note the risk of confusing the semi-synchronous scheme
with the synchronous scheme when the technique of local
computation (see Section 4.2) with multiple local updates is
involved. The main difference is that the semi-synchronous
scheme describes the parallel execution of all participating
actors, whereas local computation determines the number of
local updates performed before the model parameters are ag-
gregated with model updates from other actors—applicable
with all synchronization methods. The semi-synchronous
scheme exhibits similarities to both the synchronous and
the asynchronous scheme. In terms of communication, the
frequency of transmitted model updates almost resembles
the asynchronous method, since there are no waiting times.
The difference lies in the aborted training steps, which
do not yield a model update. Whether semi-synchronous
synchronization exhibits a higher or lower communication
frequency than asynchronous DFL depends on both the
heterogeneity of computing resources between the actors
and the time required for the model aggregation step. The
bandwidth bottleneck that arises in synchronous DFL due
to receiving multiple updates all at once also exists in the
semi-synchronous scheme. This is due to the common syn-
chronization points, which lead to actors starting the training
round simultaneously. As an implication, actors are complet-
ing the round and communicating the updates concurrently,
given that they have similar computing power. However,
this is not the case with heterogeneous computing resources
at the actors. Semi-synchronous DFL particularly addresses
the challenge of stragglers, since slow actors do not pre-
vent the other actors from continuing their computations.
Additionally, the semi-synchronous method benefits from
joint synchronization points, reducing the complexity of
convergence. In [236], the authors propose a variant of the
semi-synchronous scheme that combines key characteristics
from both synchronous and asynchronous DFL, called par-
tial synchronization. Similarly to synchronous DFL, their
variant comprises waiting times. However, the actors only
wait for a pre-specified minimum amount of model updates.
Slower actors are considered stragglers in that particular syn-
chronization round and, hence, are not included in the model
aggregation. As a result, the actors follow an asynchronous
behavior throughout the synchronization periods. Due to the
presence of partial synchronization points and asynchronous
behavior, the method of partial synchronization belongs to
the semi-synchronous synchronization methods.

To summarize, each of the three synchronization meth-
ods has considerable advantages but also entails some draw-
backs. The synchronous synchronization method creates a
more predictable environment regarding convergence of the
overall learning process. Synchronous communication, how-
ever, does not address the problem of stragglers in the DFL
system and is more susceptible to bandwidth bottlenecks.
The asynchronous synchronization methods, on the other
hand, address the challenge of stragglers by eliminating
waiting times for the other actors. Instead of waiting for the
others’ model updates, an actor incorporates only available
model updates and then directly continues its execution,
which drastically increases the complexity of theoretical
convergence and, thus, reduces the predictability of the
overall learning process. Compared to synchronous DFL,
the asynchronous method increases the amount of model
updates transmitted between the actors while lowering the
bandwidth bottleneck that arises from receiving multiple
updates at the same time. The semi-synchronous synchro-
nization method tries to combine the advantages of both
the synchronous scheme and the asynchronous scheme by
allowing for asynchronous behavior within a framework that
enforces synchronization points to maintain the simplicity
of model aggregation and convergence. This leads to trade-
offs between the benefits and drawbacks, since underlying
concepts are mutually exclusive. Therefore, variants of the
semi-synchronous scheme try to optimize these trade-offs.

3.3. Network Topology

As mentioned in Section 2.2, inter-node communication
is a characterizing part of DFL. To facilitate communi-
cation in the first place, we require network connectivity
between the actors. However, we cannot assume that all
nodes are interconnected because of connectivity limitations
(e.g., absence of network links between some actors) and
contractual restrictions (e.g., no data contract® established
between two parties). In this context, the network topology
defines which actors are connected through a uni-directional
or bi-directional network link. Similar to topologies in net-
work science, we represent network topologies as adjacency
matrices and visualize them as graphs. The most popular
types of network topologies considered in DFL comprise the
fully-connected mesh topology, the ring topology, the grid
topology, and the torus topology, depicted in Figure 4. Due
to the strict definition of these topologies and the necessity to
consider arbitrary network structures in DFL, these network
topologies are often combined to form hybrid variants.

In FL, we distinguish between two types of network
connectivity: (1) The consistent connectivity arising from
connectivity limitations and contractual limitations, which
remains the same during the whole training process, and
(2) the inconsistent (or variable) connectivity that changes
over time due to node outages and the optimization technique
of partial device participation (Section 4.3). Note that in
this section, we cover the consistent connectivity, referred to

A data contract defines the terms for exchanging data (in our case
model parameters) between two parties.
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Figure 4: lllustration of popular network topologies considered
in DFL publications. In the Fully-connected topology (Fig-
ure 4a), all actors are interconnected; in the Ring topology
(Figure 4b), each actor is connected to two neighboring
actors, forming a ring; in the Grid topology (Figure 4c),
connections form an evenly-spaced two-dimensional grid; and
in the Torus topology (Figure 4d), the grid topology is extended
by connecting the actors beyond the grid boundary to the other
side.

as network topology®. Inconsistent connectivity is regarded
with partial device participation in Section 4.3, given their
common characteristic that actors do not receive model
updates from all of their neighboring actors and the similar
change in connection links. Although the active links are
not selected by the partial device participation strategy but
determined by inconsistent connectivity, the reception of
model updates is similar in both cases.

Fully-connected Topology The fully-connected topology—

sometimes also referred to as complete graph topology—
assumes that all actors are connected to each other actor
in the network. Thus, with a total number of n actors, each
actor maintains n — 1 bi-directional network links (see Fig-
ure 4 (a)). Works on DFL consider a fully-connected network
topology [86, 173, 184, 190] either as the basis for their
implementation or in their experimental setup. An important
point to note is that a fully-connected network topology does
not necessarily imply that every actor communicates with
all other actors, since the variable connectivity (i.e., incon-
sistent connectivity) may further restrict the connectivity.

SIn this paper, the term ‘network topology’ refers exclusively to consis-
tent connectivity and, hence, does not encompass inconsistent connectivity,
even though this is sometimes referred to as ‘variable network topology’ in
the literature.

In this context, the authors in [173] and in [190] employ
techniques from partial device participation (Section 4.3)
in their experiments, thus reducing the communication to a
subset of selected actors. Without further restrictions on the
connectivity, the model updates are transmitted from each
actor to all other actors, resulting in the maximal possible
amount of n(n — 1) transmissions per communication round.
Also worth mentioning is that in addition to considering
the fully-connected mesh topology in their experiments, the
authors in [86] perform experiments with the ring topology
and the torus topology, the authors in [184] conduct exper-
iments with the chain topology and the random topology,
and the authors in [190] include the ring topology in their
experiments. Thereby, they provide a comparison of fully-
connected mesh topologies in DFL with other topologies.

Ring Topology In aring topology, each actor is connected
to exactly two neighboring actors, forming a closed chain of
connected nodes with a single continuous path through the
network (see Figure 4 (b)). Ring topologies emerge in DFL
to reduce communication overhead, since the communica-
tion cost of DFL with a ring topology grows linearly with
the number of participants. More specifically, a newly added
actor places itself between two actors in the ring, resulting in
one additional network link over which model parameters are
exchanged. Thus, the number of model update transmissions
in each communication round is given by 2n. Koloskova
et al. [86] perform experiments to compare the convergence
of the fully-connected mesh topology, the ring topology, and
the torus topology with n € {9,25,64} actors. Thereby,
they show that such connectivity restrictions as in the ring
topology cause only a mild negative impact on the conver-
gence while reducing the order of communication growth.
Furthermore, in [190], the authors consider two different
methods for constructing the ring network, (1) randomly
connecting the nodes to a ring topology or (2) constructing
a consensus-aware ring greedily to maximize the consensus-
distance between neighbors. To analyze the impact of the
network topology, they additionally compare the perfor-
mances of the ring topology and the fully-connected mesh
topology in their experiments. In [161], the authors evaluate
their proposed method using a hybrid topology called Ring
of Cliques, in which 4 fully-connected cliques of 4 actors
each are connected in a ring structure (16 actors in total).

Grid Topology Another characteristic network constella-
tion is the grid topology. Here, the actors form an evenly-
spaced two-dimensional grid connecting to their respective
neighbors (see Figure 4 (c)). Hence, inner nodes of the
grid connect to 4 adjacent nodes, while edge nodes connect
to only 3 nodes and corner nodes connect to 2 neighbors.
Consequently, actors in a DFL infrastructure with grid topol-
ogy exchange their model parameter updates with up to 4
neighbors. In a square grid constellation, for instance, one
communication round comprises 4(n — \/E) transmissions
of model updates. However, only a few DFL approaches
consider such (artificially constructed) grid topologies due
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to their rarity in real-world deployments. Soltani et al. [161],
for instance, perform experiments using the grid topology as
well as the hybrid Ring of Cliques topology, with 16 actors
each. When training with the grid topology, their results in-
dicate slightly faster convergence in terms of communication
traffic than for the Ring of Cliques. The difference, however,
is so small that it does not allow for any general claims in
this regard.

Torus Topology The torus topology is an extension of
the grid topology in which the edge nodes additionally
connect to the corresponding nodes on the opposite edge (see
Figure 4 (d)). As a result, all nodes have a degree of 4 (i.e.,
connect to 4 nodes). The torus topology is sometimes also
referred to as a 2D ring, since connecting an edge node to the
opposite edge forms a continuous path (i.e., ring) through
the respective row or column of the grid. Since each actor
is connected to exactly 4 neighboring actors, there are 4n
model update transmissions in each communication round.
In the experiments of [86], the comparison of performance
on the fully-connected mesh topology, the ring topology,
and the torus topology demonstrates only mild performance
differences between these topologies, with the torus topol-
ogy falling between the other two in terms of performance.
Beyond employing the torus topology for experiments, Zong
et al. [239] introduce a 2D-attention-based device place-
ment algorithm to minimize the overall communication cost.
Here, the algorithm arranges the actors within the torus
schema intending to minimize both the transmission time
and the communication latency.

Other and Hybrid Topologies Besides these popular net-
work topologies, also other topologies like the chain topol-
ogy (i.e., ring topology with one link removed) [184], the
exponential graph topology (i.e., every actor is connected to
[log, n] actors) [115], or a random graph (i.e., connections
are randomly constructed, for instance with the Erd6s—Rényi
random graph model) [188, 184, 236, 113] are considered
in the literature. Moreover, network topologies are some-
times combined into hybrid topologies, such as the “Ring
of Cliques” topology in reference [161], which arranges so-
called cliques (i.e., fully-connected groups of actors) in a
ring topology. In general, hybrid topologies can combine
arbitrary network topologies.

We have seen that network topologies highly influence
the communication cost of a DFL system, as they determine
which actors can communicate with each other. Thus, net-
work topologies restrict the number of possible model up-
date transmissions. Among the topologies discussed, com-
munication is most restricted by the ring topology, followed
by the grid topology and then the torus topology. The fully-
connected topology does not restrict communication, as it
allows every actor to communicate with all other actors. The
majority of DFL approaches consider fully-connected mesh
topologies and random graph topologies (see Table 2). How-
ever, it is important to note that various strategies exist for
constructing random graph topologies. Therefore, a direct

comparison of the “popularity” of random graph topologies
with that of strictly defined topologies is not meaningful.

Koloskova et al. [86] perform experiments with the fully-
connected, torus, and ring topology with different numbers
of devices. The fully-connected topology achieves the lowest
training sub-optimality among the network topologies. Their
experiments also demonstrate that, while the training sub-
optimality for the torus topology is comparable to the fully-
connected topology for a small number of devices, it ap-
proaches the results from the ring topology when increasing
the number of devices. Tang et al. [173] compare the fully-
connected topology to the ring topology, showing that the
ring topology converges slower in terms of training rounds.
However, note that deploying the ring topology does not
require more communication, as the ring topology sends
fewer model updates in each round.

4. Communication Optimization Techniques

In addition to the essential components of DFL in-
frastructures discussed in Section 3, various optimization
techniques can be applied to further enhance the commu-
nication efficiency. While these techniques are not strictly
indispensable for a DFL system, they are of great utility for
reducing the communication cost. We identified three ma-
jor categories of communication optimization techniques in
DFL, which we discuss in the following subsections: Com-
pression (Section 4.1), Local Computation (Section 4.2),
and Partial Device Participation (Section 4.3). For each of
these categories, we outline its origins, identify prominent
classes, explain the general concept, and discuss the impact
on communication cost with emerging challenges and trade-
offs. Figure 5 illustrates the taxonomy and Table 5 links
the underlying classes to common approaches from recent
publications.

Many of the following techniques originated in CFL or
in distributed ML, and have been adopted to DFL. How-
ever, since DFL features a different setting than CFL, these
methods require adaptation to match the changes in system
characteristics.

4.1. Compression

Model compression is a well-known concept for re-
ducing the communication cost in FL. In CFL, the client
applies lossy compression to the model parameter updates
before sending them to the central server, and the server
responds with a compressed version of the aggregated model
parameters. In DFL, on the other hand, the actors compress
their model parameter updates before transmitting it to their
neighboring actors. While the loss of information involved
in this compression creates a general trade-off between com-
pression ratio and training performance, the scattered nature
of communication links in DFL introduces additional chal-
lenges in terms of maintaining convergence. Therefore, it is
highly important to take the system environment (e.g., net-
work topology, synchronization method, etc.) into account
for implementing compression in DFL.
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4 1\
Communication Optimization in DFL
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Y ¢ Y
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Compression Local Computation Partlfll.De\'nce
Participation
J
[ Quantization ] [Sparsiﬁcation] Static Dynamic Random Selective
Y

Others

Figure 5: Taxonomy with the most prominent techniques to optimize the communication of DFL and their key categories.

| Reference [ Compression [ Local Computation [ Partial Device Participation ‘
Koloskova et al. [86] (SQuanp.zatlf)n, None . Randor:n
parsification (not in experiments)
Li et al. [98] None 1, 10 Updates Random 20%
Wang et al. [188] None Implicitly (PDP) Selective (connectivity)
Tang et al. [173] Sparsification None Selective (bandwidth), single
Wang et al. [184] Sparsification 5 Updates None
Liu et al. [119] Quantization 4 Updates None
Zhou et al. [236] 1BCS Random in [5,15] Random 20%, 50%, 80%
Wang et al. [190] Sparsification 50 Updates Selective (consensus)
Zong et al. [239] None None None
Liu et al. [115] Sparsification Implicitly (PDP) Random, single
Gupta et al. [57] None 1, 2, 5, 10 Updates None
Liao et al. [113] None 2 Updates Selective (loss)
Soltani et al. [161] None 5 Updates Selective (similarity), single

Table 5

Publications discussed in this paper (“Reference”) with the corresponding implementation categories of the communication
optimization techniques: Compression (“1BCS" 1-bit compressed sensing [23]), Local Computation (“Implicitly (PDP)": the
technique of Partial Device Participation causes devices to perform multiple consecutive local updates), and Partial Device
Participation ("Random™: participating devices are randomly selected;"Selective (xx)": participating devices are selected based on

Xx; “Single”

In the literature, two types of compression techniques
dominate for the use with DFL: Quantization [86, 119]
and sparsification [184, 173, 190, 115]. Both types belong
to the class of lossy compression techniques, which use
inexact approximations to compress data. Note that lossless
compression techniques are generally not suitable for DFL
as they require an expected structure in the data, which is
not the case with model parameters or gradients. With lossy
compression techniques, it is crucial to consider the impact
on the model accuracy caused by the loss of information
due to the entailed approximations. However, with a proper
balance between model performance and system efficiency,
it is possible to significantly reduce the size of the model
parameters while maintaining reasonable accuracy [42].

"PP%": only one / PP% neighboring devices participate in every round).

Quantization In literature on DFL approaches, we en-
counter various quantization schemes. In general, quantiza-
tion compresses data by reducing the number of bits required
to represent the data. A simple but popular quantization
scheme is randomized quantization. Implemented (among
others) in reference [86], randomized quantization divides
the data range into a set of evenly distributed quantization
levels (i.e., bins) and then randomly rounds the data values to
the adjacent lower or upper bin. Consequently, we reduce the
data size—and thus reduce communication cost—by placing
the bins on values that can be represented by a smaller
quantity of bits. In addition to uniform quantization methods
like randomized quantization, DFL also adopts non-uniform
approaches. In [119], for instance, the authors apply the
Lloyd-Max quantization algorithm and adjust the quantiza-
tion levels adaptively to minimize the involved distortion.
Thereby, they accounts for time-varying convergence rates
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and variable gradient distributions while providing conver-
gence guarantees without convex loss assumptions. Besides
reducing the data size, the authors in [61] incorporate quan-
tization to achieve differential privacy guarantees, jointly
addressing the challenge of communication efficiency and
privacy concerns.

Sparsification Sparsification in distributed training (i.e.,
the exchange of sparse updates) has shown great potential
to reduce communication cost without drastic consequences
for the convergence [1]. Similarly, the concept of sparsifi-
cation gains tremendous popularity in DFL to decrease the
amount of transmitted parameters. Basically, sparsification
generates a sparse representation of a matrix by removing
(i.e., zeroing) a considerable number of entries. However,
various strategies exist for sparsification in DFL, trying to
optimize the trade-off between communication efficiency
and information loss. In this regard, the authors in [190]
implement the method of random sparsification (RandomK),
that preserves k randomly selected entries, and optimizes
it by determining actor-specific compression ratios. The
semi-decentralized FL framework GossipFL [173], on the
contrary, generates a random sparsification mask at every
client based on acommon seed received from the lightweight
coordinator. Therefore, all model parameter updates com-
municated among the actors exhibit the same sparsity struc-
ture in each communication round. The sparsity masks are
generated by drawing from a Bernoulli distribution with a
probability of %, where c is the compression ratio specify-
ing the fraction of non-zero elements after sparsification.
Besides randomly constructing the sparsification mask, a
highly popular method is TopK sparsification, which keeps
only the k elements with the highest magnitude [164, 1].
In [184], the authors propose an improvement of TopK
sparsification in DFL by adding a momentum to the residual.
This additional momentum restricts the impact of the current
gradient, resulting in a more stable training and improved
performance. Another approach to retain convergence rate
with sparsification is proposed by the authors in [115].
Their adaptive sparse training method minimizes the impact
of sparsification on the loss function and simultaneously
considers the imminent effect of pruned parameters on the
training process.

Other In addition to quantization and sparsification meth-
ods, several other compression techniques exist which qual-
ify for reducing communication cost in DFL. However,
quantization and sparsification are the most popular strate-
gies, as they have proven their suitability for optimization
tasks. Alongside these two prevalent compression types,
low-rank compression is gaining traction. It exploits the
observation that over-parameterized models often reside on
low-intrinsic-dimensional subspaces Li et al. [97]. In DFL,

this translates to approximating model updates with low-
rank matrices prior to transmission, substantially reduc-
ing communication cost [29, 194]. Also worth mention-
ing is the DFL approach in [236], which combines spar-
sification with quantization by using one-bit compressive
sensing (1BCS) [23]. Although 1BCS itself belongs to the
group of quantization techniques, its input data must be
sparse, requiring the employment of sparsification meth-
ods. Therefore, the authors in [236] perform model training
subject to a sparsity constraint before applying 1BCS to
allow the transmission of one-bit information among the
actors. Besides DFL approaches that explicitly implement
compression techniques [86, 173, 184, 119, 236, 190, 115],
compression methods are typically orthogonal to other com-
ponents of the system and, hence, can be integrated on top
of the existing framework.

The experiments of Koloskova et al. [86] demonstrate
that TopK sparsification performs slightly better than Ran-
domK sparsification. Liu et al. [119] conduct experiments
with different bit sizes for quantization with QSGD [3]. They
present the training loss over communicated bits, showing
that a smaller bit size outperforms a larger bit size until it
fails to converge. Wang et al. [190] vary the compression
ratio in their experiment. They report significant commu-
nication cost savings with smaller compression ratios for
reaching a common target accuracy.

4.2. Local Computation

The concept of local computation (also known as local-
updating SGD, intermittent communication, or federated
averaging) is a simple yet powerful strategy to enhance
communication efficiency in DFL systems. With local com-
putation, multiple local updating steps are performed at the
actor (instead of just one) before the updates to the model
parameters are exchanged with the neighboring actors and
the received updates are aggregated (synchronization step).
Consequently, the actors only communicate after several lo-
cal updates rather than after each update, reducing the com-
munication by a constant factor. However, this intermittent
synchronization introduces a trade-off between convergence
rate and communication efficiency, as it gives the actors
leeway to diverge. Alongside its numerous applications in
CFL [101, 103, 191] and its implementation in the Fed-
erated Averaging algorithm [134], the local computation
strategy shows success in general distributed optimization
systems [229, 114, 177]. As a natural consequence, this con-
cept is implemented by many DFL approaches to optimize
communication efficiency [98, 184, 119, 236, 190, 57, 113,
161].

The implementations of local computation in distributed
ML, CFL, and DFL follow the same concept, since all of
them involve individual devices that perform computations
locally and exchange updates to collaboratively approach
a common goal. What changes between (and also within)
these scenarios, however, is the general setting (e.g., connec-
tivity, computing resources). Therefore, we should consider
different behavior in terms of convergence, accuracy, and
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Figure 6: High-level DFL process with local computation
through the predicate function P(-); Performing consecutive
local updates until P(-) evaluates positively.

communication in the respective setting when adopting the
concept of local computation.

Applications of local computation can be divided into
two distinct categories, depending on whether the quantity
of successive local updates is statically fixed or dynamically
adapted. With static specification, each actor in the DFL
system performs a constant number of 7 local iterations
per global synchronization. With dynamic adaptation, on
the other hand, the point of aggregation is determined dy-
namically based on criteria such as divergence to a global
reference model [81] and computing resources of the indi-
vidual devices [225]. Figure 6 depicts the high-level DFL
process including general local computation through a pred-
icate function P(-) which is represented by the dotted red
lines. Here, the result of P(-) indicates whether to perform
another round of local updating or to proceed with the
exchange and aggregation of model parameter updates (i.e.,,
the synchronization step). The construction of P(:) allows
to statically specify the amount of local updates = (e.g.,
P@) : t mod = = 0, with current epoch ¢) as well as to
define more sophisticated, dynamic synchronization rules.
Parameter synchronization in a statically specified interval
is often referred to as periodic synchronization.

Static In the context of DFL, the majority of approaches
that implement local computation define static quantities
of local updates. It is important to note, that the proper
choice of the amount of local updates highly depends on
the respective data properties and the system configuration.
To excel the involved trade-off between convergence rate
and communication efficiency, we thus have to consider (1)
the heterogeneity of data partitions among actors to avoid
concept drifts, (2) the computing resources of the individual
actors to allow for fairly-balanced contributions, and (3)
the general communication scenario (i.e., network topology
(Section 3.3), synchronization method (Section 3.2), and
partial device participation (Section 4.3)) to reduce the com-
munication overhead while ensuring global convergence. By
restricting the synchronization of model parameters to every
7 rounds instead of every round, we reduce the communi-
cation cost by a factor of % Note that the efficiency of local
computation depends on the inter-play of the amount of local
updates 7, the applied batch size, and the respective learning
rate, as we can decrease the batch size and the learning rate
to allow for an increase in z. Within the scope of common
approaches, the authors in [98, 184, 119, 113, 161] conduct
experiments with a static quantity of up to 10 local updates.

Furthermore, in [190], the authors perform 50 local training
epochs with a batch size of only 32 data samples. In [57],
on the other hand, they compare the accuracy with 1, 2, 5,
and 10 local updates in their experiments, showing the im-
portance of performing at least 2 local updates to accelerate
convergence in their experimental setup. In the experiments
of [236], the respective authors allow each actor to perform
an individual amount of local training epochs, randomly
drawn from [5, 15]. However, they do not elaborate on the
impact of heterogeneous quantities of local updates.

Dynamic While, to the best of our knowledge, literature
does not yet explicitly address dynamic strategies for local
computation specifically in DFL (except with the help of
a central node [112]), they are successful in distributed
ML [81, 225]. Given the strong similarity of DFL to dis-
tributed ML in this regard, we can adopt many dynamic ap-
proaches for local computation from distributed ML directly
into DFL. Nevertheless, two common approaches from re-
cent literature implicitly employ a variable number of local
training epochs [188, 115], thus belonging to the category of
dynamic local computation. It is important to note that these
approaches do not explicitly facilitate multiple local training
epochs. Instead, other system components cause the repeated
local training of the actors. More specifically, the authors
in [188] incorporate a random selection of network links
from partial device participation (Section 4.3), which could
result in actors not exchanging model updates, eventually
leading to consecutive local updates. In reference [115],
on the other hand, each actor sends its model parameter
update to one random neighbor in each round, which may
result in some actors not receiving a model update and,
hence, continuing the training on stale model parameters
(i.e., performing a consecutive local training epoch).

Gupta et al. [57] perform experiments with varying
numbers of local updates. They show that more local training
rounds do not add communication cost directly. It speeds
up the convergence in the beginning of the training process.
As a result, it saves some communication rounds to reach
a certain accuracy and, thus, reduces communication cost
indirectly. However, Gupta et al. [57] also show that more
local updates do not necessarily translate to a better final
model.

4.3. Partial Device Participation

Partial Device Participation in FL has already been im-
plemented in 2016 when the Federated Averaging algorithm
was introduced [134]. The goal of partial device participa-
tion, also known as client selection and neighbor selection,
is to reduce the communication overhead by limiting com-
munication of each actor to only a subset of neighboring
actors in our DFL system. Thereby, this technique further
restricts the network connectivity in the DFL system, since
it only allows the transmission of model parameter updates
over a fraction of network links. However, in contrast to the
time-consistent network topology (Section 3.3), the connec-
tivity between actors in partial device participation changes
throughout the learning procedure (i.e., in every epoch).

Weissteiner, et al.: Preprint submitted to Elsevier

Page 17 of 35



Communication Efficiency in DFL: A Taxonomy

\
w

(a) Epoch 1

Hisg

(b) Epoch 2

(c) Epoch 3

Figure 7: Exemplary Partial Device Participation with random selection of 40% (i.e., 2/5) neighboring actors over three epochs
(Figure 7a, Figure 7b, and Figure 7c); Drawing a new subset of activated links in each epoch.

Relying on the concept of information spread in gossip
protocols, consensus between the actors can be achieved
under basic assumptions [72, 203].

With partial device participation, we can reduce the
communication in DFL by a constant factor. An exemplary
scenario of three epochs of learning in a fully-connected
network of 6 actors with random selection of 40% of neigh-
bors is depicted in Figure 7. Without partial device participa-
tion, every actor would transmit 5 model parameter updates
in each epoch, resulting in (6 actors - 5 transmissions) =
30 transmissions per epoch. In contrast, with a participation
ratio of 40%, this number reduces to (6 actors - (40% -
5 transmissions)) = 12 transmissions.

Random partial device participation emerges as a simple
but powerful strategy to reduce communication in DFL
while maintaining reasonable convergence. Therefore, many
DFL approaches adopt this random selection strategy in
their system, employing a variety of participation rates [86,
236, 115]. Given the changed setting in approaches that
leverage Mutual Knowledge Transfer for model aggregation,
the authors in [98] apply random partial device participa-
tion to select both the senders and the receivers of model
parameter updates in the system. Besides random selection
of neighbors, more sophisticated strategies exist which try
to further reduce communication overhead. To achieve this,
these strategies focus on minimizing the participation ratio
to communicate with fewer neighbors in each round while
preserving convergence and selecting proper neighbors to
increase convergence rate and thus reduce the number of
epochs required to converge.

The authors in [173] and in [161] limit the communi-
cation to only a single neighbor per actor in each epoch.
Moreover, in [173], they consider the respective inter-node
bandwidth when selecting the neighbor but still allow some
randomness in the selection process in order to facilitate
convergence. Without this level of randomness, their strat-
egy would always select the connection with the highest
bandwidth, resulting in a permanent change of network

topology in the case of consistent bandwidths. In [161],
on the other hand, the authors select the most informative
neighbor for the parameter transmission. More specifically,
they pick the neighbor with the currently most divergent
model parameters, measured by the cosine distance between
the last layers of the model. By doing so, however, we require
additional communication to retrieve the last layer of the
model parameters from all neighbors. Therefore, the advan-
tage of this approach regarding communication reduction
highly depends on the size of the model and on the number
of potential neighbors.

The loss-based strategy from Liao et al. [113] also re-
quires additional communication, as the actors transmit their
training loss (single value) to all connected actors directly
after the local updating step. Based on these loss values and
the communication frequencies to the individual connected
actors, each actor then calculates priorities to select the set
of activated neighbors in each epoch. Note that they embed
a limit for the communication frequency in the priority
calculations such that the priority of selecting a specific
actor reaches its maximal value after a certain period without
communication.

Unlike the selection of neighboring actors from the
perspective of each individual actor (actor-centric selection),
the authors in [188] and in [190] activate a subset of bi-
directional links (network-centric selection). To achieve this,
Wang et al. [188] decompose the base network topology
into matchings (i.e., sets of disjoint links). They then assign
an activation probability to each matching and optimize
these probabilities to maximize the algebraic connectivity.
Thereby, they prioritize connectivity-critical links, which
eventually enhances the trade-off between convergence and
communication. Similarly, in [190], the authors construct an
active network topology on top of the consistent network
topology in each epoch, trying to minimize the round time.
To achieve this, they calculate the time required by each ex-
isting network link to remove slow network links iteratively
from the base network topology. Simultaneously, they apply
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Figure 8: lllustration of our extraction process for assigning the publications from the DFL literature to four coherent collections.
The first collection extracts approaches that do not implement partial device participation; the second collection takes out the
approaches that employ a dynamic strategy for local computation; and the third and fourth collections differentiate between

whether or not they implement compression.

| Collection |

Commonality

\ Publications \

Full device participation (Section 5.1)

Wang et al. [184];
Liu et al. [119];
Zong et al. [239];
Gupta et al. [57]

I Dynamic number of local updates (Section 5.2)

Wang et al. [188];
Zhou et al. [236];
Liu et al. [115]

i Perfect Parameter Transmission (Section 5.3)

Li et al. [98];
Liao et al. [113];
Soltani et al. [161]

v Sparsification for compression (Section 5.4)

Koloskova et al. [86];
Tang et al. [173];
Wang et al. [190]

Table 6

Grouping of publications into four distinct collections according to commonalities in implemented optimization techniques.

constraints based on the consensus distance to guarantee
convergence, and adjust the individual compression ratios
at the actors to comply with these constraints.

Zhou et al. [236] experiment with varying fractions
of participating devices. They report that a higher partic-
ipation rate induces higher data transmission volume but
fewer iterations to reach a fixed target accuracy. Zhou et al.
[236] present the data transmission volume side by side to
the number of iterations and the target accuracy in tables
over different participation rates, offering a well-organized
overview of the impact of partial device participation.

5. Communication Efficiency of DFL
Approaches

In this section, we apply the taxonomies from Section 3
and Section 4 to our selected publications. Thereby, we
showcase the usability of the taxonomies and take a holistic
look at the implementations of the underlying techniques
in common DFL approaches. Additionally, we highlight the

main objectives of the approaches, briefly summarize their
experiments, and review their findings.

Unfortunately, a direct comparison of the experimental
results is precluded by substantial diversity across datasets,
models, implementations, evaluation metrics, and experi-
mental configurations. A valid comparison would require
the development of a unified DFL framework that re-
implements all of the methods considered and evaluates
them using the consistent metrics within the identical ex-
perimental environment. This effort would advance the
field significantly. The design and provision of a reusable
framework for experiments on DFL methods deserves their
own publication and is therefore beyond the scope of the
current work.

To avoid addressing each publication individually, we
divide the 13 DFL publications discussed in this paper into
four collections based on our taxonomy of communication
optimization techniques. More specifically, we look at the
distribution of the respective strategies to extract coherent
sets from the 13 publications. The extraction process is
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MomTopK

LM-DFL Adaptive

Fedcs Parameter

TravellingFL

Key Novelty e Lloyd-Max L g

Sparsification Quantization Synchronization Aggregation
Reference Wang et al. [184] Liu et al. [119] Zong et al. [239] Gupta et al. [57]

. . Custom simulator w/
Framework Custom using PyTorch Custom using PyTorch N/A Docker and Sockets
MNIST [93],
Dataset N-BaloT [135] CIFAR-10 [88] Randomly generated CIFAR-10 [88]
Data Distribution Non-IID Non-IID 11D 11D
Custom feed-forward VGG-16, VGG-19 [160],

Model NN Custom CNN N/A ResNet-50 [63]

Baselines

# Actors

Evaluation
Aspect

Communication
Metric

FedAvg [134], TopK [1]
and RandomK [172]
sparsification

5
Communication cost,
robustness to
adversaries
Communication cost
w.r.t. convergence rate

Communication

No quantization,
ALQ [48], QSGD [3]

10
Training loss,
communication cost,
quantization distortion
Communicated bits
over time
9.7%/28.6%
(MNIST/CIFAR-10)

Gossip [72] w/
fully-connected and
torus topology; several
device placement
algorithms
16, 25, 64, 100
Optimization rate,
communication
overhead
Communication time
overhead

Communication

FedAvg [134],
FedProx [151],
FedCAMS [195]

7, 10, 20
Training and test
accuracy,
communication cost
Test accuracy over
communication rounds

Average reduction of

Reported . o improved training loss improvement increases e
reduction of 60% . . . communication in time
Improvement w/ same with dimension of 0
compared to FedAvg o by 23.3%
communication cost topology
than 8-bit QSGD
Main
- Framework, model, and
Comparability Model and dataset Model L . Framework
R communication metric
Limitation
Table 7

Overview showing the key novelty, the experimental setting, the primary communication improvement, and the main limitation

for comparing with others of the DFL publications in Collection I.

illustrated in Figure 8. First, we consider the strategies from
partial device participation, extracting the approaches that
do not implement partial device participation (i.e., each
actor involves all neighboring actors in the model exchange
phase) to form Collection I. Next, we consider the strate-
gies for local computation in approaches that implement
partial device participation, and construct Collection II of
approaches with dynamic numbers of local updates. Finally,
the distribution of compression strategies naturally divides
the remaining approaches into Collection III without com-
pression and Collection IV in which the approaches apply
sparsification. Table 6 lists the four collections including the
publications they contain and their uniting commonality. By
discussing the publications in these collections throughout
the following subsections, we reveal typical combinations of
the collection feature with other communication-influencing
methods. By contrasting the experimental conditions from
the individual publications in a collection side-by-side (i.e.,
Table 7, Table 8, Table 9, Table 10), we reveal the main
limitation preventing their direct comparability. This further
underlines the necessity of a unified framework for DFL
experiments.

5.1. Collection I: Full Device Participation
Collection I comprises references [184, 119, 239, 57],
which, in addition to implementing full device participation,
all employ the synchronous synchronization method (Sec-
tion 3.2). The combination of full device participation and
a synchronous DFL system offers the advantage of relying
on exactly one update from each neighboring actor in every
communication round. In contrast, actors in asynchronous
DFL must support varying numbers of received updates
anyway, thus promoting the implementation of PDP. In [184,
119, 239], they follow the wAvg method for model aggre-
gation (Section 3.1), whereas in [57], the authors follow
the incAvg method. These four publications differ in their
network topology (see Section 3.3), compression method
(see Section 4.1), and the number of local updates for local
computation (see Section 4.2), covering a large portion of
possible combinations with different strategies from these
techniques. Wang et al. [184] perform 5 local updates, ap-
ply their novel sparsification method (TopK sparsification
with momentum), and conduct experiments under several
network topologies (fully-connected, random graph, and
chain topology). In [119], the authors also implement a
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novel compression method, namely the Lloyd-Max quan-
tizer with adaptive quantization levels. In their experiments,
they perform 4 local updates, but we were unable to discover
from the publication whether they use a random graph or a
fully-connected network topology. In contrast to these two
approaches, Gupta et al. [57] do not implement a com-
pression method to reduce the size of the communicated
model updates. Their primary innovation lies in selecting
the best path through the network for the incAvg aggregation
method, optimizing both accuracy and communication cost.
They also implement local computation, considering the set
of 1, 2, 5, and 10 local updates under the directed graph
network topology. In [239], the authors do not facilitate any
of the communication optimization techniques discussed in
Section 4. However, they are optimizing the communication
overhead by arranging the network topology into a torus
topology. Within this framework, they employ a two-layer
circular parameter synchronization strategy to reduce the
overall frequency of parameter synchronization.

Table 7 provides an overview of the experimental set-
tings and the main results on communication efficiency in
the publications of Collection I. Wang et al. [184] report a
60% reduction in communication cost and state that their
approach converges the fastest among the baselines that
utilize sparsification. In their experiments, MomTopK spar-
sification converges twice as fast as the approach with Ran-
domK sparsification [172], while TopK sparsification [1]
struggles to converge. In the results of Wang et al. [184]
and Liu et al. [119], DFL without compression shows the
best convergence among experiments with the same number
of iterations. Nevertheless, LM-DFL [119] outperforms all
other baselines in both the number of iterations and time
progression. Zong et al. [239] additionally evaluate the re-
duction in communication overhead of their device place-
ment algorithm in an ablation study under various network
sizes, obtaining optimization rates between 40% and 83%
compared to a random placement. Gupta et al. [57] further
examine the effect of different local training epochs (i.e.,
local computation in Section 4.2), the scalability with dif-
ferent amounts of actors, their selection of the optimal path
through the network, and the performance of different model
architectures, and report the results in their publication [57].

5.2. Collection II: Dynamic Number of Local
Updates

The publications in Collection II employ a dynamic
number of local updates for local computation (see Sec-
tion 4.2), either by randomly selecting this quantity from
a prespecified range [236] or by indirectly allowing for
consecutive local updates due to other techniques [188,
115]. In [188] and in [115], the authors employ a wAvg
method for model aggregation (see Section 3.1, whereas
in [236], they utilize the inexact alternating direction method
of multipliers 1IADM). These three publications cover all
three types of synchronization methods (see Section 3.2),

underlining the compatibility of dynamic local computa-
tion in synchronous [188], asynchronous [115], and semi-
synchronous [236] DFL systems. The authors in both [236]
and [115] implement a random selection of devices for
partial device participation (see Section 4.3), alongside
the compression technique (see Section 4.1) of compressed
sensing or sparsification, respectively. In contrast, Wang
et al. [188] do not involve compression. Their novelty lies
in their matching-based selection strategy (MATCHA) for
partial device participation, in which they decompose the
network topology into a set of matchings’, select a set of
matchings that are activated, and optimize the selection to
ensure fast convergence and minimize the communication
delay. Activating only a subset of matchings opens up the
possibility that some actors do not connect to a neighbor-
ing actor. In this case, the respective actors do not share
their model update but continue to train for a consecutive
local epoch, thus facilitating the technique of local com-
putation implicitly. Similarly, Liu et al. [115] employ a
random selection of one neighboring actor for transmitting
the model update. Hence, actors that do not receive a model
update from their neighbors perform another updating round
without additional input, i.e., local computation. Note that
even though the authors in [115] call the iterations of this
updating round “local updates”, we do not consider this as
an implementation of local computation as it involves the
aggregation of model updates from neighboring actors, thus
not being strictly local. In [236], they draw a random number
between 10 and 15 in each round to determine the number
of local updates in one of their experiments, thus directly
implementing a dynamic number of local updates.

Table 8 presents the experimental settings and the key
improvements in the publications of Collection II. A distinc-
tive characteristic of MATCHA [188] is that the communi-
cation budget is specified as a fraction of the iteration-wise
communication cost in vanilla decentralized SGD. Wang
et al. [188] also demonstrate that MATCHA can be used
as a tool to improve other decentralized computation tasks,
reporting a 2X speedup in wall-clock time when implement-
ing MATCHA on top of ChocoSGD [86]. Zhou et al. [236]
conduct an ablation study of their DFL approach (CEPS) to
assess its behavior under different number of nodes, values
of the differential privacy parameter €, and participation
rates for partial device participation, showing that a higher
participation rate leads to increased computational time,
which is compensated by a decreased number of iterations
needed to converge. Moreover, they demonstrate that in-
creasing the participation rate leads to fewer iterations but
a higher data transmission volume. The experiments of Liu
etal. [115] partition the dataset into heterogeneous partitions
using the Dirichlet distribution [100], as opposed to the
homogeneous data partitions used in the experiments of
Wang et al. [188] and Zhou et al. [236].

7 A matching is a subgraph of the original network with a degree of one
(i.e., each actor is connected to at most one neighboring actor).

Weissteiner, et al.: Preprint submitted to Elsevier

Page 21 of 35



Communication Efficiency in DFL: A Taxonomy

MATCHA Participant Selection

AEDFL Dynamic Aggregation

Key Novelty (PDP) CEPS 1-Bit Compressed Sensing and Selection
Reference Wang et al. [188] Zhou et al. [236] Liu et al. [115]
Framework Custom using PyTorch MATLAB Custom in Python
Dataset CIFAR-10, CIFAR-100 [88], Randomly generated, Qsar oral EMNIST [38], CIFAR-10 [88],

Data Distribution
Model

Penn Treebank corpus [132]
11D

ResNet-50 [63]
Vanilla DecenSGD [107, 186],

Baselines P-DecenSGD [177, 186],
ChocoSGD [86]

# Actors 8

Evaluation Training loss, communication

Aspect cost

Communication Communication cost specified as

Metric hyperparameter

Reported 50% communication cost
Improvement compared to vanilla DecenSGD
Main
Comparability Communication metric
Limitation

Table 8

toxicity [9], real-sim [27]
11D

Linear and logistic regression

D-PSGD [107],
DFedAvgM [166], and
DFedSAM [158]

32, 64, 128
Training loss, iterations,
communication cost
Communication rounds, data
transmission volume
Saving more than 90%
compared to all baselines

Framework, model, and dataset

Tiny-lmageNet [92], IMDb
Non-11D
LeNet-5 [93], ResNet-8 [63],
VGG-9 [160], TextCNN [237]
FedAvg [134], FedProx [104],
FedNova [187], AD-PSGD [108],
and 10 more
100
Training accuracy, time,
computation cost
Time under bandwidth
restrictions

No communication gain reported

Framework, reported
improvement

Overview showing the key novelty, the experimental setting, the primary communication improvement, and the main limitation
for comparing with others of the DFL publications in Collection II.

DFLStar Participant Selection

Key Novelty Def-KT Aggregation AsyDFL Synchronization (PDP)

Reference Li et al. [98] Liao et al. [113] Soltani et al. [161]

Framework N/A Custom using PyTorch Custom using PyTorch
MNIST [93],

Dataset Fashion-MNIST [202], EMNIST [38] and CIFAR-10 [88], CIFAR-100 [88]

CIFAR-10 [88], CIFAR-100 [88]

Data Distribution 11D and Non-IID
Model Custom feed-forward NN and
CNN

. FullAvg [65, 147, 154],
Baselines COL]bO [72] ]
# Actors 10, 50, 100
Evaluation Training accuracy,
Aspect communication cost

Communication
Metric

Accuracy over communication
rounds

Reported No communication improvement
Improvement reported explicitly
Main
- Framework, reported
Comparability .
A improvement
Limitation
Table 9

ImageNet-100 [148]
Non-I1D
AlexNet [89], VGG16 [160]

AsyNG [33], AGP [8], OSGP [7],
NetMax [235]
30
Training loss, Test accuracy,
time, communication cost
Data transmission volume to
achieve target accuracy

54%/71% less data transmission
volume than AGP/OSGP

Non-IID
Custom CNN

D-PSGD [107], PASGD [186]

16
Test accuracy, time,
computation cost

Data transmission volume

Communication cost reduction
of 95.9%/81.6% compared to
D-PSGD/PASGD

Model

Overview showing the key novelty, the experimental setting, the primary communication improvement, and the main limitation
for comparing with others of the DFL publications in Collection Il

5.3. Collection III: Perfect Parameter
Transmission
Collection III comprises the subset of three approaches
from the unassigned publications that do not compress the
parameters in the model update before sending them over

the network, thus employing perfect parameter transmis-
sion [98, 113, 161]. Instead of optimizing communication
cost through compression, all three approaches implement
partial device participation (see Section 4.3) and static local
computation (see Section 4.2) to enhance communication
efficiency. Li et al. [98] select 20% of the actors to participate
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in training and conduct experiments with 1 and 10 local
updates at the actors. In [113], the authors introduce a loss-
based strategy for partial device participation and perform
two consecutive local updates in their experiments. Soltani
et al. [161] also propose a novel technique for partial device
participation. In contrast to [113], each actor selects only
a single neighboring actor to participate in the parameter
exchange based on the last layer model similarity. Their
experiments involve a fixed quantity of five local updates per
communication round. All three approaches of Collection III
differ in their network topology. In [98], the authors consider
the popular fully-connected topology. In [113], on the other
hand, they employ a random, directed network topology
with a minimum amount of incoming neighbors for each
device, and in [161], the authors perform their experiments
using both the grid topology and the hybrid topology called
Ring of Cliques. When it comes to the model aggrega-
tion method (see Section 3.1), the authors in [113] and
in [161] implement the popular type of wAvg. Conversely,
Li et al. [98] propose model fusion by transferring learned
knowledge between devices to address the problem of data
heterogeneity. Similarly outstanding is the synchronization
method (see Section 3.2) by Liao et al. [113], as they propose
an asynchronous DFL system while the authors in [98] and
in [161] implement the synchronous protocol.

The experiments of the publications in Collection III are
summarized in Table 9. Li et al. [98] do not report improve-
ments in communication cost explicitly. Instead, they config-
ure all approaches to have the same communication overhead
per round and evaluate the impact of different numbers of
actors in the network, the effect of various amounts of local
updates, and the differences in training caused by heteroge-
neous partitioning. The experiments show that Def-KT [98]
outperforms all baselines. The experiments by Liao et al.
[113] reveal the superiority of asynchronous approaches in
general, demonstrating that the synchronous baseline OSGP
requires almost twice as much time to reach the target
accuracy than AsyDFL and other baselines. Soltani et al.
[161] report decreases in training time of 78% and 55.8%
in addition to the communication cost reductions of 95.9%
and 81.6% for D-PSGD and PASGD, respectively.

5.4. Collection I'V: Sparsification for Model
Compression

The remaining three common approaches constitute Col-
lection IV, finding their commonality in employing sparsi-
fication for compression (see Section 4.1) before sending
the model update over the network [86, 173, 190]. Since
these three approaches focus on advancing communication
optimization techniques, they maintain simplicity with re-
gard to other DFL components by implementing the popular
wAuvg strategy for model aggregation (see Section 3.1) with
the synchronous synchronization method (see Section 3.2).
In addition to experimenting with a fully-connected net-
work topology (see Section 3.3) in all three publications,
Koloskova et al. [86] consider the ring topology and the
torus topology, and Wang et al. [190] consider the ring

topology. Only one of the publications in Collection IV,
namely the approach in [190], utilizes local computation
(see Section 4.2) with 50 local updates per round. The key
contributions by Koloskova et al. [86] are a novel gossip-
based stochastic gradient descent algorithm and a novel
gossip algorithm with support for arbitrary compression
under linear convergence. They consider the technique of
partial device participation (see Section 4.3) in the form of
an exemplary compression operator that randomly removes
model updates with a given probability. However, they do
not include this operator in their experiments. In [173], the
authors propose a novel gossip matrix generation algorithm
to optimize bandwidth utilization, thus introducing a new
technique for partial device participation. Here, each actor
communicates with only one neighboring actor, transmitting
a model update that is compressed using a global sparsifica-
tion mask. Employing the same communication optimiza-
tion categories, Wang et al. [190] tackle the challenge of
slow convergence rate due to fixed communication topolo-
gies and static compression ratios. More specifically, they
propose an algorithm to optimize the selection for partial
device participation and to determine the compression ratios
dynamically for each actor.

We provide an overview of the experiments of the pub-
lications in Collection IV in Table 10. The experiments
of Tang et al. [173] and Wang et al. [190] both include
CHOCO-SGD [86] as a baseline. The experiments of Tang
et al. [173] show that both GossipFL [173] and CHOCO-
SGD preserve the convergence performance on homoge-
neously partitioned data at high compression ratios. They
conduct experiments in two settings: real-world bandwidths
with 14 actors and random bandwidths with 32 or 100 actors.
In contrast, Wang et al. [190] deploy 20 actors that are
connected with different, fluctuating bandwidths to simulate
LAN and WAN connections. CHOCO-SGD emerges as the
most communication-efficient approach among all evaluated
methods, yet converging about 3x slower to a lower accuracy
than CoCo [190].

6. Discussion

Based on the established taxonomy of key DFL com-
ponents critical to communication efficiency, we analyzed
the impact on communication efficiency within the general
framework of primary strategies (see Section 3). It becomes
apparent that the respective network topology exerts the
most direct effect on communication cost by determining the
connectivity between actors. In contrast, individual model
aggregation strategies and synchronization methods show
a strong indirect influence on communication cost through
the convergence rate. We further categorized popular tech-
niques to optimize communication in DFL and examined
their impact on communication efficiency in Section 4. Our
findings highlight the versatility of compression and local
computation techniques, given their orthogonality to other
DFL constituents and their excellent tuning capability. To
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CoCo Participant Selection and

Key Novelty CHOCO Aggregation GossipFL Sparsification Quantization
Reference Koloskova et al. [86] Tang et al. [173] Wang et al. [190]
Framework N/A FedML Custom using PyTorch
Dataset epsilon [163], rcvl [95] MNIST [93], CIFAR-10 [88] CIFAR-10 [88], CIFAR-100 [88]
Data Distribution 11D and Non-1ID IID and Non-IID 11D and Non-1ID

Model

Baselines

# Actors

Evaluation
Aspect

Communication
Metric

Logistic regression

Decentralized SGD,
DCD-SGD [171],
ECD-SGD [171]

9, 25, 64

Training error, communication
cost

Communication rounds, data
transmission volume

100x /15x% less communication

Custom CNN, ResNet-20 [63]
FedAvg [87], S-FedAvg [134],
D-PSGD [107],
DCD-PSGD [171], and
CHOCO-SGD [86]

14, 32, 100
Validation and test accuracy,
communication cost, bandwidth
utilization
Communication time, data
transmission volume
14x /16% /154 x communication
cost reduction to reach target
accuracy compared to
FedAvg/CHOCO-SGD/DCD-

VGG-9 [160] and ResNet-9 [63]

DCD-PSGD [171],
CHOCO-SGD [86], SASP [172]

20

Test accuracy, time,
communication cost

Data transmission volume

Communication cost reduction
of 50% on average

:?;Ep?;$::1ent than exact communication/4-bit
P QSGD
Main
Comparability Framework, dataset
Limitation
Table 10

PSGD

Framework /

Overview showing the key novelty, the experimental setting, the primary communication improvement, and the main limitation
for comparing with others of the DFL publications in Collection IV.

identify methodological combinations addressed in exist-
ing research, Section 5 explored the interplay of strategies
from our taxonomies in concrete realizations. In addition
to providing a detailed review, this analysis highlights un-
derexplored research directions. For instance, integrating
compression methods with knowledge transfer for model ag-
gregation and full device participation presents a promising
combination for future work. Furthermore, methods for dy-
namically determining the number of local updates for local
computation are currently under-researched, suggesting an
avenue for developing sophisticated strategies to enhance
communication efficiency in DFL.

Our summary of the experimental findings of DFL ap-
proaches elucidates the overarching impact of their imple-
mented strategies on both communication efficiency and
performance. However, there is no universal approach to
reducing communication cost in a DFL system, given the
dependence on the overall system configuration, such as
data properties, model properties, and system components,
as well as the numerous trade-offs between the challenge of
communication efficiency and other challenges. To clarify
these trade-offs, we discuss the effect of strategies to address
the core challenges in DFL (as listed in Section 2.2) on
communication efficiency in the following paragraphs.

Security and privacy x communication efficiency In
DFL, additional measures are often integrated to address
security and privacy risks that the distributed and decentral-
ized design alone cannot mitigate (see Section 2.2). Those

methods can influence communication efficiency in various
ways. Fault-tolerant DFL systems that are robust to node
failures or dropouts often require more connections to pro-
vide redundancy. Cryptographic methods for node verifi-
cation or blockchain-based systems require the exchange
of additional information such as cryptographic proofs or
transaction metadata. Depending on the method, detecting
poisoning attacks may also necessitate additional communi-
cation, although some approaches eliminate this need [49].
Integrating privacy-enhancing technologies into DFL sys-
tems can also significantly influence communication effi-
ciency, as the pursuit of stronger privacy guarantees usually
involves increased communication overhead or a reduction
in overall system performance. Under multi-party computa-
tion (MPC), each node splits its update into secret shares and
distributes them among a set of peers, which substantially in-
creases communication overhead as multiple messages have
to be transmitted. However, more communication-efficient
variants have been proposed [82]. Differential privacy (DP)
is most commonly applied locally: Each node adds carefully
calibrated noise to its model updates before sharing them
with peers, thus ensuring that individual data points cannot
be inferred from the updates. While this does not change the
size of the model updates, it can lead to slower convergence
which, in turn, results in a higher number of training rounds
to achieve acceptable accuracy. This effect can be reduced
by using notions of DP that leverage the properties of DFL
to amplify privacy guarantees [39, 40]. When using ho-
momorphic encryption (HE), each node typically encrypts
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its local model updates and aggregation is performed on
the encrypted data. Encryption increases the size of model
updates, thereby increasing the communication cost. Fur-
thermore, decentralized key management, e.g., multi-key
HE [67], requires the exchange of additional information,
further adding to communication overhead.

Data heterogeneity x communication efficiency Het-
erogeneous data distributions between actors can cause
local model parameters to converge at different station-
ary points, thereby hindering global convergence [19]. A
straight-forward approach to address this concern is to
communicate in a dense network (e.g., construct a fully-
connected network topology with full device participation)
and to increase the frequency of synchronization among
the actors (i.e., lower the number of local updates). This,
however, conflicts with the challenge of communication
efficiency, causing communication cost to spiral up dras-
tically. Therefore, there exists a general trade-off between
communication efficiency and the challenge of data het-
erogeneity. Work to optimize this trade-off includes the
development of specific aggregation methods [113, 179, 74],
the design of heterogeneity-aware network topologies [17],
and the consideration of data heterogeneity for partial de-
vice participation [113, 33, 190]. However, some of these
approaches impose tight assumptions on the DFL scenario
(e.g., assuming knowledge about the distributions of labels at
other actors [17]), or even contradict the DFL paradigm by
exchanging data (e.g., sharing synthetic data [74]). Others
exchange supplementary information among the actors to
prevent their gradients from drifting apart (e.g., sharing
the training loss [113, 33] or estimated consensus dis-
tances [190] to aid the partial device participation strategy).
Such supplementary information is typically in an aggre-
gated state and significantly smaller than a gradient or a
full set of model parameters. Hence, exposing aggregated
statistics about the current state of the actor to detect gradient
drifts emerges as a promising direction to avoid frequent syn-
chronizations when addressing data heterogeneity. The main
challenge here is to correctly detect gradient drifts based
on the aggregated statistics. This detection method could
then be applied to methods such as local computation (see
Section 4.2), partial device participation (see Section 4.3), or
other DFL constituents to dynamically prevent actors from
diverging.

System heterogeneity x communication efficiency The
most common approach to overcome the problem of strag-
glers, arising from differences in computing and com-
munication resources among actors, is to enable asyn-
chronous [113, 115] or semi-synchronous [236] training.
However, this leads to an increase in communication over-
head compared to synchronous DFL, as discussed in Sec-
tion 3.2. Moreover, asynchronous and semi-synchronous
DFL systems need to account for stale model updates. A
standard approach to mitigating the effects of staleness is to
either exclude outdated model updates from the aggregation

or to incorporate the updates with reduced weights, for
example by assigning an advancement-dependent weighting
factor in the aggregation rule [115]. This, in turn, leads
to considerable communication overhead, as these model
updates have been transmitted but are then not used to
their full extent. Consequently, a fundamental trade-off
arises between the challenges of communication efficiency
and the challenge of system heterogeneity. The more we
optimize a DFL application for communication efficiency,
the more leeway we give to the problem of stragglers—
and thus potentially undermine a slow actor. Conversely,
if the DFL system focuses on overcoming the problems of
system heterogeneity, the transmitted information is not fully
exploited, thereby introducing redundant communication
overhead.

DFL emerges as a useful tool for various applications,
thanks to its great scalability and privacy-preserving char-
acteristic. Among the most popular application scenarios are
healthcare [11, 174, 110, 197], Internet of Things (IoT) [96,
109, 129, 139, 144, 145], satellite networks [47, 199, 211,
213, 222], and vehicles [12, 20, 62, 141, 146, 170, 204,
205]. DFL allows healthcare institutions to collaborate on
a common optimization problem. Here, the geo-spatial dis-
tribution between institutions promotes optimizing commu-
nication efficiency to overcome the burden of long commu-
nication times. The sensitive nature of data in healthcare
applications underlines the necessity to address the privacy
challenge [174, 110, 197], in order to provide privacy guar-
antees and ensure that data remains undisclosed to other
parties. Therefore, the trade-off between privacy and com-
munication efficiency emerges as a key aspect to consider
in healthcare DFL applications. In addition to DFL among
institutions, the growing field of the Internet of Medical
Things in healthcare is drawing increasing attention toward
DFL on mobile and wearable devices. Due to varying com-
puting and communication resources of these devices, the
need arises to optimize the trade-off between the challenge
of system heterogeneity and communication efficiency—
alongside the privacy trade-off. Similarly, DFL applica-
tions in IoT are confronted with a wide variety of devices
which show different system characteristics, accentuating
the challenge of system heterogeneity [96, 144]. Since these
devices also differ in their data acquisition, the challenge of
data heterogeneity becomes evident [96, 139, 145]. Given
the typically dense connectivity of IoT networks, the DFL
system comprises a multitude of communication links. Since
extensive communication over a vast number of links would
slow down the entire network, communication needs to be
optimized—either by communicating only over a fraction
of available links or by reducing the size of communicated
information. Therefore, the challenge of communication ef-
ficiency emerges in IoT applications alongside the two afore-
mentioned challenges, requiring the consideration of the
compromise between system heterogeneity and communi-
cation efficiency, as well as between data heterogeneity and
communication efficiency. Optimizing these trade-offs helps
to overcome the problems arising from different devices and
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data, while minimizing the communication cost to reduce
the delay caused by frequent communication among actors.
In contrast to frequent communication, DFL applications
in satellite networks face the situation of highly sporadic,
irregular connectivity [47] and energy restrictions [199].
Here, reducing communication is crucial to complete the
exchange of model updates among actors within a given time
frame, as well as to minimize the energy consumption of
wireless communication. Due to differences in cameras and
sensors, satellite DFL applications also face the challenge of
data heterogeneity [199, 213, 222]. The similar case applies
to DFL applications in vehicular networks [62], revealing
the importance of the trade-off between data heterogeneity
and communication efficiency in both application scenarios.
Alongside this trade-off, DFL in vehicles faces the challenge
of privacy and security, particularly in military applications
involving unmanned aerial vehicles [20], highlighting the
trade-off between the challenge of privacy and security
with the challenge of communication efficiency. In all of
these application scenarios, optimizing the DFL application
entails addressing multiple challenges simultaneously, as
the challenge of communication efficiency affects all of
them. In this work, we have elaborated on DFL techniques
to address the challenge of communication efficiency. Fu-
ture research would benefit from continuing this work by
analyzing the trade-offs between communication-efficiency
methodologies and techniques from other challenges, as in-
depth understanding about these trade-offs is crucial for the
development of respective DFL methodologies.

7. Open Challenges

Despite significant progress in the field of communication-
efficient DFL, several critical challenges remain open. These
can be broadly organized into two groups: challenges related
to how communication is optimized, and challenges related
to how such optimizations are evaluated and deployed.

On the communication optimization side, three direc-
tions stand out. First, theoretical foundations for combined
optimization are largely missing. While individual tech-
niques such as compression, partial device participation,
and topology optimization are well-studied in isolation,
their joint behavior remains poorly understood. In partic-
ular, convergence guarantees that account for the com-
pounding effects of simultaneously applied optimizations
are needed to predict communication—accuracy trade-offs
when combining multiple strategies. Second, adaptive and
context-aware communication deserves greater attention.
Current approaches predominantly employ static strategies,
yet real-world deployments face dynamic conditions includ-
ing fluctuating bandwidth, varying node availability, and
shifting data distributions. Developing principled methods
for runtime adaptation of communication parameters—
compression rates, aggregation frequencies, and neighbor-
hood structures—remains a largely open problem. Third,
heterogeneity-aware communication budgeting is under-
explored. The DFL literature increasingly acknowledges

system heterogeneity, but few works explicitly optimize
communication allocation across nodes with disparate capa-
bilities. Asymmetric schemes in which resource-constrained
nodes transmit less frequently or at higher compression
rates, while still maintaining convergence guarantees, offer
a natural yet insufficiently studied avenue.

On the evaluation and deployment side, three comple-
mentary challenges emerge. Scalability analysis beyond cur-
rent benchmarks is needed: most experimental evaluations
consider networks of tens to hundreds of nodes, yet DFL in-
creasingly targets large-scale deployments. Whether current
optimization techniques remain effective at scale, and how
communication cost grow with realistic network topologies,
requires systematic investigation. Communication—privacy
co-optimization presents another open frontier. Privacy-
preserving mechanisms such as differential privacy, secure
aggregation, or encrypted evaluations often introduce sub-
stantial communication overhead, and the interplay between
privacy guarantees and communication reduction remains
insufficiently explored——particularly whether gains in one
dimension come at the expense of the other. Finally, stan-
dardized evaluation protocols would substantially improve
reproducibility and cross-study comparison. Our review
reveals considerable heterogeneity in experimental setups;
benchmarks that report communication cost in consistent
units, account for both upstream and downstream traffic, and
reflect realistic network conditions would place the field on
firmer empirical footing.

In addition to these open challenges, emerging com-
munication paradigms as 6G and semantic communication
are expected to shift the focus from raw model parame-
ter updates to semantic-aware information exchange. Fu-
ture 6G networks are anticipated to deliver ultra-low la-
tency, high data rates, and native support for edge intelli-
gence. These capabilities enable semantic-aware communi-
cation and thereby reduce communication cost drastically
while preserving learning utility by exchanging smaller-
sized semantic features instead of full model parameter
updates [124, 234].

8. Conclusion

This work provides a systematic review on communica-
tion efficiency of DFL methods. We introduced taxonomies
for both the components that influence communication and
the optimization techniques commonly employed in DFL
literature. Guided by these taxonomies, we analyzed each
class of strategies, examining their direct effects on com-
munication efficiency as well as indirect effects mediated,
for example, through convergence behavior. The resulting
insights span from the baseline communication impact of
general strategy classes to the nuanced trade-offs of specific
implementations found in recent work. By revisiting DFL
approaches in thematic collections, we highlight prevalent
methodological combinations and, conversely, identify un-
derexplored areas ripe for future investigation.
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In summary, this work offers a structured analysis of
the individual components and optimization techniques that
shape communication in DFL, culminating in a review of
how these elements combine in contemporary publications.
In doing so, we aim to address the absence of a dedicated
review of communication efficiency in DFL literature. We
hope the taxonomies introduced here provide a shared vo-
cabulary for systematically comparing and combining future
approaches in the field.
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A. Appendix

A.1. Model Aggregation
A.l.1. ADMM

Equation 3 presents the iterative updates for ADMM
in the case of global variable consensus optimization® [24]
from the perspective of actor i, as provided in Shi et al.
[157]. Here, f;(-,-) denotes the local objective function, c is
the penalty parameter from the augmented Lagrangian, N;
is the set of neighbors, mf‘ is the local solution at iteration
k, and /1{.‘“ are the local Lagrange multipliers. Similarly to
Equation 2 for incAvg, x; represents the private data of actor
i and V is the differential operator. Note that the neighboring
actors exchange their model updates {mj? ,Vj € N} (e,
the local solutions) beforehand, as they are required for the
update step.

k+1 _ gk k k
AT =2+ | |INIm] - ij
JEN;

mith = (V fi(my, x) + 2C|N.i|l)_1

1

3

c|N'i|mf.c +c 2 mj‘ - /15.‘“
JEN;

A.1.2. Knowledge Transfer and Knowledge Distillation

Equation 4 presents the updates of both the local model
of the sender m, and the received model m, in the /-th
iteration of knowledge transfer. Here, #, and #, denote the
learning rates of the knowledge transfer update, B; denotes
the /-th data batch, and P, ; and P, are the soft predictions
(i.e., the outputs of the model) obtained on the data batch

8In global variable consensus optimization, one of the three update
steps from general ADMM is omitted.
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B, under the respective model m or m,. The loss functions
Loss(-) and Loss,(-) consist of two additive terms: (1)
The general, task-specific loss function evaluated on the
soft predictions P,; and P, and (2) the Kullback-Leibler
divergence that quantifies the match of the two sets of
soft predictions. More detailed information on these loss

functions can be found in reference [98].

oLoss (mg, B, P, )
om

S
dLoss,.(m,, B;, P, )
mr = mr —_ I’Ir am > (4)

ms=ms; —"Hy

r

A.2. Excluded Publications

We demonstrate the criteria which led to the selection
of the main publications that are discussed in this work by
listing excluded publications with the corresponding rea-
son for exclusion. Reasons for exclusion are the degree
of centralization in Table 11, the application focus in Ta-
bles 12, 13, 14, 15, the focus on a different challenge in
Tables 17, 16, 18, the primary focus not on communication
in Table 19, or focus on evaluation and analysis of DFL in
Table 20.

For the remaining publications, we show in the following
list that their most distinctive techniques are already covered
by our selected papers:

e Asadi et al. [5]: “Gist - Optimizing Segmentation for
Decentralized Federated Learning on Tiny Devices”
Implements wAvg model aggregation with dynamic
mixing weights, similar to Wang et al. [184] and Liu
et al. [115]. Implements partial device participation
with selection based on model update properties, sim-
ilar to Wang et al. [190], Liao et al. [113], and Soltani
etal. [161].

e Barbieri et al. [13]: “A Layer Selection Optimizer
for Communication-Efficient Decentralized Federated
Deep Learning”

Implements layer-wise TopK sparsification, similar to
general TopK sparsification from Wang et al. [184] but
on the level of entire NN layers.

e Chen et al. [34]: “Communication Efficient Federated

Learning via Ordered ADMM in a Fully Decentral-
ized Setting”
Implements a variant of ADMM for model aggrega-
tion, similar to [236]. Implements selective partial de-
vice participation based on model update properties,
similar to Wang et al. [190], Liao et al. [113], and
Soltani et al. [161].

e Cheng et al. [35]: “A decentralized federated learning
model based on global channel selection”
Implements model update-aware sparsification, simi-
lar to Wang et al. [184] and Liu et al. [115].

Dai et al. [41]: “DisPFL: Towards Communication-
Efficient Personalized Federated Learning via Decen-
tralized Sparse Training”

Implements training-aware sparsification as compres-
sion method, similar to Wang et al. [184] and Liu et al.
[115].

Fang et al. [50]: “QAT-DFL: A Communication Effi-
cient Decentralized Federated Learning with Quantization-
Aware Training Design”

Implements quantization as compression method, sim-

ilar to Koloskova et al. [86] and Liu et al. [119].

Gong et al. [55]: “Lightweight Decentralized Feder-
ated Learning with Arbitrary Client Participation”
Implements dynamic local computation, similar to
Zhou et al. [236]. Implements selective partial device
participation based on connectivity properties, simi-
lar to Wang et al. [188].

Li et al. [105]: “Route-and-Aggregate Decentralized
Federated Learning Under Communication Errors”
Implements wAvg model aggregation with dynamic
mixing weights, similar to Wang et al. [184] and
Liu et al. [115]. Implements selective partial device
participation based on network properties, similar to
Tang et al. [173].

Liuetal. [117]: “YOGA: Adaptive Layer-Wise Model
Aggregation for Decentralized Federated Learning”
Addresses communication cost reduction on system
level instead of individual DFL methods.

Lodhi et al. [120]: “Implications of Node Selection in
Decentralized Federated Learning”

Implements selective partial device participation based
on model update properties, similar to Wang et al.
[190], Liao et al. [113], and Soltani et al. [161].

Maetal. [130]: “Like Attracts Like: Personalized Fed-
erated Learning in Decentralized Edge Computing”
Implements sparsification as compression method,
similar to Koloskova et al. [86], Tang et al. [173],
Wang et al. [184], Wang et al. [190], and Liu et al.
[115]. Implements selective partial device partici-
pation based on model update properties, similar to
Wang et al. [190], Liao et al. [113], and Soltani et al.
[161].

Maejimaetal. [131]: “Tram-FL: Routing-based Model
Training for Decentralized Federated Learning”
Implements the incAvg scheme for model aggrega-
tion, similar to Gupta et al. [57].

Masmoudi and Jaafar [133]: “OCD-FL: A Novel
Communication-Efficient Peer Selection-Based De-
centralized Federated Learning”

Implements selective partial device participation based
on model update properties, similar to Wang et al.
[190], Liao et al. [113], and Soltani et al. [161].
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Reference Title
Behjati et al. [15] UAV-assisted federated learning with hybrid LoRa P2P/LoRaWAN for sustainable biosphere
Hui et al. [75] A Novel Decentralized Federated Split Learning Framework in 6G Edge Networks
Im and Kim [76] Fully-Distributed Fairness-Aware Federated Learning
Khan [84] Decentralized Federated Learning with Adaptive Aggregator Selection
Lacour et al. [90] Towards Scalable Resilient Federated Learning: A Fully Decentralised Approach

. Towards Effective Clustered Federated Learning: A Peer-to-Peer Framework With Adaptive
Li et al. [106] . .

Neighbor Matching

Li et al. [99] A Communication-Efficient Semi-Decentralized Approach for Federated Learning with Stragglers

Liu et al. [116]
Ma et al. [128]

Parasnis et al. [142]
Sun et al. [167]
Sun et al. [165]
Wang et al. [192]

Table 11

FedCD: A Hybrid Federated Learning Framework for Efficient Training With loT Devices
FRACTAL: Data-Aware Clustering and Communication Optimization for Decentralized
Federated Learning
Connectivity-Aware Semi-Decentralized Federated Learning over Time-Varying D2D Networks
Semi-Decentralized Federated Edge Learning for Fast Convergence on Non-1ID Data
Layer-wise Efficient Federated Learning with Distributed Clustering and D2D Communications
Edge-Based Communication Optimization for Distributed Federated Learning

Publications not included in the primary selected papers due to involved centralization.

Reference

Title

Chen and Yuan [32]
Chetoui and Akhloufi [36]
Lee [94]

Lu et al. [121]
Roy et al. [147]
Wang et al. [189]

Wang et al. [185]
Wei et al. [197]
Table 12

Decentralized Personalization for Federated Medical Image Segmentation via Gossip Contrastive

Mutual Learning
Peer-to-Peer Federated Learning for COVID-19 Detection Using Transformers

DPEFed: A Decentralized Personalization and Ensemble-based Federated Learning Framework

for Healthcare
Decentralized Federated Learning for Electronic Health Records
BrainTorrent: A Peer-to-Peer Environment for Decentralized Federated Learning
Asymmetric Mutual Learning for Decentralized Federated Medical Imaging
A Peer-to-Peer Federated Incremental Learning Framework for Multi-Institutional Low-Dose CT
Denoising
AccDFL: Accelerated Decentralized Federated Learning for Healthcare loT Networks

Publications not included in the primary selected papers due to their focus on healthcare applications.

e S’anchezetal. [153]: “ProFe: Communication-Efficient
Decentralized Federated Learning via Distillation and

Prototypes”

Implements knowledge distillation for model aggrega-
tion, similar to Li et al. [98]. Implements quantization
as compression method, similar to Koloskova et al.
[86] and Liu et al. [119].

e Zhang et al. [230]: “Efficient Communication for De-
centralized Federated Learning: An Energy Disaggre-

gation Case Study”

Implements a partial device participation strategy
where only a single device participates in the round,
similar to Tang etal. [173], Liuetal. [115], and Soltani

etal. [161].
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Title

Asheralieva et al. [6]

Du et al. [43]
Liang et al. [111]
Ma et al. [129]

Pei et al. [143]

Song et al. [162]

Waulfert et al. [201]
Xu et al. [208]

Yan et al. [210]

Table 13

Dynamic Distributed Model Compression for Efficient Decentralized Federated Learning and
Incentive Provisioning in Edge Computing Networks
Adaptive Decentralized Federated Learning in Resource-Constrained loT Networks
Decentralized Federated Learning Framework for Social loT With Dynamic Network Topology
Quantized Distributed Federated Learning for Industrial Internet of Things
Full Speed Ahead: A Novel Selective Approach to Speed up Feature Extraction in Decentralized
Federated Learning
Personalized User Models in a Real-world Edge Computing Environment: A Peer-to-peer
Federated Learning Framework

Adaptive Decentralized Federated Gossip Learning for Resource-Constrained loT Devices
Enhancing Decentralized Federated Learning With Model Pruning and Adaptive Communication
MMDFL: Multi-Model-based Decentralized Federated Learning for Resource-Constrained AloT

Systems

Publications not included in the primary selected papers due to their focus on loT applications.

Reference

Title

Barbieri et al. [12]
Benhelal et al. [21]
Saif et al. [152]

Shinde and Tarchi [159]
Torkzaban et al. [176]
Tummala et al. [178]
Xiao et al. [204]

Table 14

A Compressed Decentralized Federated Learning Framework for Enhanced Environmental
Awareness in V2V Networks
Communication-Efficient Multi-Level Decentralized Federated Learning for Trajectory Prediction
Decentralized Aggregation for Energy-Efficient Federated Learning in mmWave
Aerial-Terrestrial Integrated Networks

Joint Air-Ground Distributed Federated Learning for Intelligent Transportation Systems
DeFel-FUN: Decentralized Federated Learning Framework for UAV-enabled Networks
Cluster Based Pseudo Hierarchical Decentralized Federated Learning in UAV Networks

Fully Decentralized Federated Learning-Based On-Board Mission for UAV Swarm System

Publications not included in the primary selected papers due to their focus on vehicle applications.

Reference Title

Attanayaka et al. [10] Peer-to-Peer Federated Learning based Anomaly Detection for Open Radio Access Networks
Kazemi [83] Identification of Solar Panel Conditions Using Fully Decentralized Federated Learning
Nguyen et al. [138] Fully-Decentralized Federated Learning for QoE Estimation

I[Dla:llz)?ahan and  Hwang Peer-to-Peer Federated Learning on Software-Defined Optical Access Network

Xu et al. [207]
Yang et al. [213]

Table 15

DeFedTL: A Decentralized Federated Transfer Learning Method for Fault Diagnosis
DFedSat: Communication-Efficient and Robust Decentralized Federated Learning for LEO
Satellite Constellations

Publications not included in the primary selected papers due to their focus on other applications.

Reference

Title

Beilharz et al. [16]
Duchesne et al. [44]

Guo et al. [56]

Jang et al. [78]
Jeong and Kountouris
[79]

Luo and Chung [123]
Zehtabi et al. [221]
Zhang et al. [228]
Zhang and Xu [227]

Table 16

Implicit Model Specialization through DAG-based Decentralized Federated Learning
MultiConfederated Learning: Inclusive Non-1ID Data handling with Decentralized Federated
Learning
Decentralized Federated Learning with Local Differential Privacy and Comprehensive Neighbor
Selection
P3P-Fed: Peer-to-Peer Personalized Federated Learning with DHT-based Local Clustering

Personalized Decentralized Federated Learning with Knowledge Distillation

Personalized Decentralized Federated Learning with Hierarchical Clustering in Non-1ID
Environments
Resource-Constrained Decentralized Federated Learning via Personalized Event-Triggering
NET-FLEET: Achieving Linear Convergence Speedup for Fully Decentralized Federated
Learning with Heterogeneous Data
k-PFed: Communication-efficient Personalized Federated Clustering

Publications not included in the primary selected papers due to their focus on the data heterogeneity challenge.
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Reference Title
Secure Peer-to-Peer Federated Learning for Efficient Cyberattacks Detection in 5G and Beyond
Alalyan et al. [2] Networks

Fang et al. [49]
Ghimire et al. [54]

Herath et al. [66]
Hijazi et al. [68]
Hu and Tei [73]

Lu et al. [122]

Lugman et al. [125]
Shang et al. [156]
Syros et al. [168]

Wink and Nochta [198]
Xu et al. [209]

Zhang et al. [223]
Zhao et al. [232]
Table 17

Byzantine-Robust Decentralized Federated Learning
Implementation of Secure and Privacy-aware Al Hardware using Distributed Federated Learning
A Lightweight Reputation-Based Mechanism for Incentivizing Cooperation in Decentralized
Federated Learning
Collaborative loT learning with secure peer-to-peer federated approach
Adaptive Defense Mechanisms against Dynamic Poisoning Attacks in Decentralized Federated
Learning
Privacy-preserving Decentralized Federated Learning over Time-varying Communication Graph
Membership Inference Vulnerabilities in Peer-to-Peer Federated Learning
Decentralized Distributed Federated Learning Based on Multi-Key Homomorphic Encryption
Backdoor Attacks in Peer-to-Peer Federated Learning
An Approach for Peer-to-Peer Federated Learning
POSTER: Brave: Byzantine-Resilient and Privacy-Preserving Peer-to-Peer Federated Learning
Decentralized Federated Learning towards Communication Efficiency, Robustness, and
Personalization
PVD-FL: A Privacy-Preserving and Verifiable Decentralized Federated Learning Framework

Publications not included in the primary selected papers due to their focus on the privacy and security challenge.

Reference

Title

Ito et al. [77]
Lugman et al. [126]

Lugman et al. [127]

Mulitze et al. [136]
Sad et al. [149]

Table 18

Self-Organizing Hierarchical Topology in Peer-to-Peer Federated Learning: Strategies for
Scalability, Robustness, and Non-1ID Data

BanditMatch: A Game-theoretic Approach for Stable Preference Matching in Peer-to-Peer

Federated Learning
Efficient Model Propagation for Peer-to-Peer Federated Learning using Minimum Spanning Tree
and Gossip Networks
MAR-FL: A Communication Efficient Peer-to-Peer Federated Learning System
Towards Asynchronous Peer-to-Peer Federated Learning for Heterogeneous Systems

Publications not included in the primary selected papers due to their focus on the system heterogeneity challenge.

Reference Title
Ei?era and Chakraborty pFedGame — Decentralized Federated Learning using Game Theory in Dynamic Topology

Beltran et al. [18]
Wang et al. [193]
Liu et al. [118]
Yu et al. [217]
Yuan et al. [219]

Table 19

DEMO: NEBULA — Decentralized Federated Learning for Heterogeneous Networks
Peer-to-Peer Federated Learning on Graphs
Energy-Efficient D2D Caching with Decentralized Federated Deep Reinforcement Learning
IRONFORGE: An Open, Secure, Fair, Decentralized Federated Learning
DeceFL: a principled fully decentralized federated learning framework

Publications not included in the primary selected papers due to insufficient focus on communication efficiency.

Reference

Title

Chellapandi et al. [28]
Hashemi et al. [60]

Yan and Li [212]

Table 20

On the Convergence of Decentralized Federated Learning Under Imperfect Information Sharing
On the Benefits of Multiple Gossip Steps in Communication-Constrained Decentralized
Federated Learning
Performance Analysis for Resource Constrained Decentralized Federated Learning Over Wireless
Networks

Publications not included in the primary selected papers since their main contribution is an analysis or evaluation of DFL methods.
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